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ABSTRACT

Smart devices, especially Internet-connected devices, typically in-

corporate security protocols and cryptographic algorithms to en-

sure the control flow integrity and information security. However,

there are various invasive and non-invasive attacks trying to tam-

per with these devices. Chip-level active shield has been proved

to be an effective countermeasure against invasive attacks, but

existing active shields cannot be utilized to counter side-channel

attacks (SCAs). In this paper, we propose a multi-function protec-

tion scheme and an active shield prototype to against invasive and

non-invasive attacks simultaneously. The protection scheme has

a complex active shield implemented using the top metal layer of

the chip and an information leakage obfuscation module under-

neath. The leakage obfuscation module generates its protection

patterns based on the operating conditions of the circuit that needs

to be protected, thus reducing the correlation between electromag-

netic (EM) emanations and cryptographic data. We implement the

protection scheme on one Advanced Encryption Standard (AES)

circuit to demonstrate the effectiveness of the method. Experiment

results demonstrate that the information leakage obfuscation mod-

ule decreases SNR below 0.6 and reduces the success rate of SCAs.

Compared to existing single-function protection methods against

physical attacks, the proposed scheme provides good performance

against both invasive and non-invasive attacks.
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1 INTRODUCTION

Integrated circuits (ICs) have been widely used in various infor-

mation infrastructures, including electronic payment, Internet of

Things (IoT), 5G mobile communications, etc. The embedded de-

vices within those information infrastructures typically incorporate

cryptographic algorithms to ensure the confidentiality, authentic-

ity and integrity of security-critical data. However, there are still

various attacks trying to tamper the security of ICs. For example,

the global AES-CCM key used by Philips Hue, a smart lighting

system, to encrypt and authenticate new firmware was successfully

recovered by attackers using power SCA [1].

State-of-the-art physical attacks can be generally classified as in-

vasive and non-invasive attacks [2]. Focused ion beam (FIB) attack is

the most investigated invasive attack. After the chip is depackaged,

the FIB attack can directly alter the metal nets’ connections and ob-

tain secret data from the chip, which posts a threat to the chip [3].

Side-channel attack (SCA) tries to extract sensitive information

from the chip by collecting and analyzing the physical parameters

of the chip. The physical parameters that can be exploited include

electromagnetic (EM) emanation, power consumption, timing vari-

ations, etc [4]. Compared to other side-channel parameters, EM

SCA requires no direct connections to the chips and can obtain

local EM information with high signal-to-noise-ratio (SNR). Thus,

EM information emitted by the chip has gradually attracted much

research interest recently due to these advantages above [5].

To counter invasive attacks, analog sensors [6], t-private cir-

cuits [7], internal shields [8] and active shield [9] have been pro-

posed. Among them, the reliability of analog sensors can be affected

by advanced technology nodes. The area overhead involved for the

transformation of t-private circuits is expensive. Internal shields

are placed on an internal layer rather than top layer, reducing the

area overhead of the circuit, but cannot simultaneously meet the

need to counter side-channel attacks. Active shield based solutions

are so far the most common countermeasure, which is typically

implemented using the top metal layer of the chip, and the shield

can proactively detect FIB attacks in real time through monitor-

ing specific dynamic signal sequences within the wire mesh of the

shield. To improve the chip’s resistance to non-invasive SCAs, vari-

ous protection methods have been proposed. From the perspective

of chip’s physical implementations, one important premise is to

∗ : Jiaji He is the corresponding author.
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use noise injection (NI) and correlated signature suppression to re-

duce the SNR [10]. Some representative protection methods include

wave dynamic differential logic (WDDL) [11], dual-rail pre-charge

(DRP) circuits, sense amplifier-based logic (SABL), etc. However,

existing physical protection methods could introduce > 2X overall

overheads.

To the best of our knowledge, there exists no multi-purpose

protection method that can counter against both invasive and non-

invasive attacks simultaneously. It’s worth mentioning that existing

active shield’s monitoring activities can introduce extra noise to the

chip’s EM emanation [12]. The newly introduced random noise can

be properly utilized to lower the EM side-channel SNR and increase

the complexity of EM SCAs. In this paper, we propose and imple-

ment the EO-Shield, Electromagnetic Obfuscation Shield, which is

a multi-function protection scheme against both side-channel and

FIB attacks. Based on our previously designed active shields [13],

we further exploit the noise introduced by the monitoring activ-

ities of the active shields to resist EM SCAs. The signals fed into

the shield’s wire mesh are carefully generated based on the chip’s

behaviors to obfuscate the chip’s EM emanation, and the signal

generation module is integrated underneath the active shield. After

the chip’s and the active shield’s emanations are superposed in

space, the chip’s original EM emanation will be hidden in the over-

all superposed EM emanation. More specifically, our work makes

the following contributions:

• A multi-function protection scheme is proposed to counter

against both invasive and non-invasive attacks. Here, we

implemented an active shield by using the top metal layer,

which can monitor FIB attacks and actively obfuscate EM

emanations.

• We developed an information leakage obfuscation module

to provide inputs to the active shield. These inputs are gen-

erated based on the behavior of the underlying circuit and

they are motivated to the active shield to obfuscate the EM

side-channel information of the circuit.

• The effectiveness of the proposed multi-function protection

scheme is successfully validated through simulation. One

AES circuit is developed with EO-Shield scheme and the

EM SCAs are performed on the circuit to demonstrate the

results.

The remainder of this paper is organized as follows. Section 2

provides the preliminary. The EO-Shield scheme is introduced in

Section 3. Section 4 provides the experimental results. The conclu-

sion and discussion are summarized in Section 5.

2 PRELIMINARIES

2.1 Invasive Attacks

Invasive attack is an important method of cracking chips, typically

using a series of FIB devices to obtain critical information about the

chip via reverse engineering, micro-probing, and other destructive

methods. The FIB is a powerful circuit editing tool that can mill

and deposit material with high precision on silicon dies, making it

simple to cut, connect, and alter the chip’s metal alignment [14]. A

typical invasive attack is carried out using a FIB workstation and

consists of the following four steps [15]:

Reverse engineering:After decapsulating the chip, the attacker

extracts the layout and netlist and identifies attack areas.

Locating the target wire: Locate the position of the target line

and determine whether the cutting of the metal wire will affect the

extraction of the target wire.

Probing pad creating: Create a conductive path for probing,

then the key signal is extracted and a metal cross pad is made by

FIB equipment.

Extracting target information: Finally the target signal is

probed using a probe table staked to the metal pad.

The most important of the four steps is reverse engineering [16],

which needs to reconstruct each layer of the chip using microscopic

imaging. Therefore, using the top metal layer of the chip to build

an active shield can resist invasive attacks.

2.2 Correlation Electromagnetic Attack (CEMA)

CEMA is a common side-channel attack method that uses Pearson’s

correlation as a statistical method to recover sensitive information

by mapping the collected EM traces to sensitive intermediate values.

In our threat model, we assume a passive attacker who does not

know the sensitive information in the victim chip, but has physical

access to the chip and obtain the EM emanations. Fig. 1 shows how

CEMA works, with the steps listed below.

Figure 1: Traditional CEMA

Select the middle value: For the encryption algorithm, the

chosen middle value should satisfy the function 𝑓 (𝑑, 𝑘), where 𝑑 is

usually the plaintext and 𝑘 is part of the key.

Collect the EM traces: Collect the EM traces generated during

𝐷 times encryption to obtain the EM information leakage matrix 𝑇 .
Calculate the hypothetical EM information leakage ma-

trix: The Hamming distance or Hamming weight model is used to

generate a hypothetical EM information leakage matrix 𝐻 based

on the guessed key values and the known plaintext.

Correlation Analysis: The correlation between the matrices 𝑇
and 𝐻 is calculated using the Eq. (1) to yield the correlation matrix

𝑅, where the guessed key with the highest correlation is the true
key.

𝑟𝑖, 𝑗 =

∑𝐷
𝑑=1 (ℎ𝑑,𝑖 − ℎ𝑖 ) · (𝑡𝑑,𝑗 − 𝑡 𝑗 )√∑𝐷
𝑑=1 (ℎ𝑑,𝑖 − ℎ𝑖 )2 · (𝑡𝑑,𝑗 − 𝑡 𝑗 )2

(1)

2.3 Signal-to-Noise-Ratio (SNR)

In security-related scenarios, SNR [17] is commonly used to mea-

sure the system’s level of resisting SCAs and is calculated as Eq. (2):

𝑆𝑁𝑅 =
𝜌𝑐𝑜𝑟𝑟

𝜌𝑚𝑎𝑥,𝑖𝑛𝑐𝑜𝑟𝑟
(2)
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where 𝜌𝑐𝑜𝑟𝑟 is the correlation coefficient of the correct key and

𝜌𝑚𝑎𝑥,𝑖𝑛𝑐𝑜𝑟𝑟 is the maximum correlation coefficient of the incorrect

key. When SNR drops below 1, the system is considered to be able

to resist SCAs in a real-world scenario where noise is considered.

3 MULTI-FUNCTION PROTECTION SYSTEM
DESIGN

The proposed EO-shield protection scheme framework is depicted

in Fig. 2, which contains an active shield and an information leakage

obfuscationmodule. In our framework, the active shield is generated

and designed to cover the protected area of the chip, while the

information leakage obfuscation module is designed to monitor

invasive attacks and to generate signals that can induce extra EM

emanation in the wire mesh. More specifically, when an invasive

attack happens, such as the active shield is being cut off or shorted,

the module underneath will give out an alert signal. Meanwhile,

the signals motivated into the wire mesh can obfuscate the EM side-

channel information to further improve the resistance to SCAs.

Figure 2: The architectural of EO-Shield

3.1 Random Active Shield Design and
Implementation

The active shield is usually implemented utilizing the top metal

layer of the chip and is required to have a high level of complexity.

At present, the commonly used active shields are serpentine, paral-

lel, Hilbert curve, Peano curve and random Hamiltonian topologies.

Among them, the random Hamiltonian topology has the highest

randomness and hard to be attacked. In this paper, we focus on the

EO-shield protection system, so we will use the available algorithm

to generate active shield. Based on our previous work, we use the

shield generation software to produce active shields with random

Hamiltonian topology based on an Artificial Fish-Swarm Random

Hamiltonian algorithm (AFSRHA) [18].

Fig. 3 shows the execution process of AFSRHA. We define the

length and width of the shield area as L andW, respectively. The

wirewidth andwire space ofwiremesh are represented bywire_width

andwire_space. L andW are normalized into grid points bywire_width

and wire_space, and a square formed by four adjacent grid points is

defined as a fish. A fish is randomly selected and merged with an

adjacent fish to generate a loop C. Next, a fish adjacent to loop C is

randomly selected and merged into loop C. Repeat this process until

all the fish are included in loop C and the active shield generation

is completed.

The AFSRHA algorithm requires that L andW satisfy:

L,W ≥ 8 × (wire_width + wire_space) (3)

When L orW does not satisfy Eq. (3), for example, the shield area

is the gap between the dense power strips on the top layer. We call

this case a narrow, elongated shield area and propose the random

parallel shield topology for the first time. As shown in Fig. 4, this

random parallel shield topology generates an active shield with

a good protective effect by randomly selecting the offset in the

x-direction and y-direction during the generation process.

3.2 Information Leakage Obfuscation Module
Design and Noise Signal Generation

The purpose of the information leakage obfuscation module is to

generate noise signals. The EM emanations generated by these

signals on the active shield will obfuscate the EM emanations of the

underlying protected circuits in the form of NI. The architecture

of the module is shown in Fig.5, which mainly consists of three

parts: the linear feedback shift register (LFSR), the RO oscillation

circuit, and signal comparison module. LFSR is the most common

method of generating pseudo-random numbers, which is based on

the principle of Primitive Polynomial, consisting of several D flip-

flops and XOR gates. The random signals generated by the LFSR

will be motivated into the active shield. In practice, it is possible to

choose the appropriate Primitive Polynomial flexibly according to

the stochasticity requirement. For example, for a 15-bit LFSR, Eq. (4)

can be used to achieve the maximum number of output states.

𝑥15 + 𝑥 + 1 (4)

The EM noise generated by the RO oscillation circuit is used to

mask the EM emanations generated during the combinational logic

operation of the protected circuit. Since the number of inverters

is proportional to the time delay, we design four RO oscillation

circuits with the number of inverters of 3, 5, 7 and 9 respectively,

which have gradually increasing time delays. The signal comparison

module compares the random signal that fed into the active shield

with the signal output from the active shield to achieve real-time

monitoring of invasive attacks. Once the comparison fails, an alarm

signal will be triggered.

Note that, the clock frequency of the protected circuit is gener-

ated by dividing the clock frequency of the information leakage

obfuscationmodule, making it more difficult for an attacker to guess.

Suppose the clock period 𝑡𝑝𝑟𝑜𝑡𝑒𝑐𝑒𝑑 of the protected circuit contains

𝑛 clock periods 𝑡𝑜𝑏𝑓 𝑢𝑠𝑐𝑎𝑡𝑖𝑜𝑛 of the information leakage obfuscation

module. According to the pseudo-random number generation law,

the probability that the generated pseudo-random number signal re-

mains constant during the time of 𝑡𝑝𝑟𝑜 is 1/2𝑛−1. Therefore, the clock

frequency of the information leakage obfuscation module must

be high to ensure that there are enough changing pseudo-random

number signals for signal comparison.

Here we name the high-frequency clock of the information leak-

age obfuscation module as clk, and name the divided low-frequency

clock, which is the clock of the protected circuit, as clk_chip. Usu-

ally the protected circuit will start executing combinational logic

operations after the clock edge arrives, so the multiplexer in Fig. 5

outputs a random signal or RO oscillation signal by detecting the

clock edge of the protected circuit .

Fig. 6 illustrates the attacker’s CEMA process on an EO-shield

protected chip. Since the active shield is closer to the EM probe
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Figure 3: The execution process of AFSRHA algorithm.

Figure 4: Random Parallel Shield

Figure 5: Information obfuscation circuit

and is fed with the signal generated by the information leakage

obfuscation module, the actual EM information leakage matrix 𝑇
measured by the attacker also contains the noise magnetic field (i.e.

𝑛1,1, 𝑛1,2 ......𝑛𝐷,𝑇 ) generated by the active shield. In this way, the

noise-injected EM information leakage matrix cannot be exploited

to recover the sensitive information when correlation analysis is

performed with the hypothetical EM information leakage matrix.

4 EXPERIMENT AND RESULT

In this section, the AES implementation we choose is designed in

the light of NIST standard, denoted as AES_NIST, which includes

128-bit plaintext and key [19]. In our previous work [20], we have

generated several different active shields. Experimental results have

verified that they can successfully detect invasive attacks and trigger

the alarm signal. Thus, in this paper we will mainly demonstrate

the effectiveness of the robustness of the scheme against CEMA.

Figure 6: CEMA with an EO-Shield

The simulation setting is initially provided. We then develop a

simulation model of an AES_NIST chip with an active shield and an

information leakage obfuscation module to verify the effectiveness

of the proposed EO-shield scheme.

4.1 Experiment Setup

We use the EMSim (Electromagnetic emanation Simulation at early

design phrase) tool [21] to model the EM simulation of an unpro-

tected AES circuit and an AES circuit protected with an EO-shield

scheme, respectively. Then, CEMA is performed for both circuits.

The entire design is realized using 180 nm technology with a nomi-

nal voltage 𝑉𝑑𝑑 of 1.8 𝑉 .
Specifically, at the layout level, the Star RCXT tool is first used to

extract the parasitic resistors and parasitic capacitors at the logic cell

level and generate a file in DSPF format. Then we perform parasitic

network simplification. Next, the power consumption of each logic

cell at the layout level netlist is simulated using PrimeTime tool

and current stimuli are generated. The DSPF file and the current

stimuli are combined into a Spice netlist file, which is input to

the HSpice tool to calculate the transient current distribution in

the parasitic network. With the help of layout information, the

current distribution is corresponded to the plate coordinates and

the EM distribution on the chip surface is calculated using the Biot-

Savart Law. Finally, we perform the CEMA described in Section 2.2.

Pearson correlation coefficient, minimum trace of disclosure key

(MtD) and SNR are used as security metrics, which are widely used

in the field of hardware security.

4.2 CEMA on Unprotected AES Circuit

In this subsection, CEMA is performed on the unprotected AES

circuit. Fig. 7(a) shows the physical layout of the 128-bit AES chip

generated using 180 nm CMOS technology, with a die size of the

total chip occupies 1140μm×840μm, implemented with 5 metal

layers, and the clock frequency is 25 MHz.
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For AES circuits, the byte substitution operation of the S-BOX is

a common location for side-channel attacks, so the EM traces of the

AES circuit during the first round of byte substitution operation time

(one clock cycle) is simulated using the EMSim tool and a leakage

model is constructed. The EMsim tool divides the chip surface into

23×17 sub-regions for EM calculations. For an unprotected AES

circuit, given 1000 random plaintext inputs, the EM maps and EM

traces simulated by the EMSim tool are shown in Fig. 7(b) and

Fig. 7(c) respectively. The EM map clearly shows that the upper

right corner of the chip has a large EM leakage, so the focus is on

this area for CEMA.

(a) (b)

(c) (d)

Figure 7: CEMA results on unprotected AES circuit. (a) Chip

layout of AES. (b) EM map of the chip surface (23×17). (c) EM

traces of the SubByte operation in the first S-Box. (d) MtD

results.

Security Evaluation. Fig. 7(d) illustrates the CEMA results

of the unprotected AES circuit, with the x-axis representing the

number of traces needed for a successful attack and the y-axis

representing the correlation coefficient. The highest correlation

coefficient for the correct guessed key can reaches above 0.35 and

can be distinguished from other guessed key traces within 124

traces, MTD = 124.

4.3 CEMA on Protected AES Circuit

The active shield covering the AES circuit is generated using the

top metal layer of 180 nm CMOS technology, as shown in Fig. 8(a).

During the S-BOX operation, the information leakage obfuscation

module starts operating at 250 MHZ and generates the current

stimulus delivered to the active shield. For the same 1000 random

plaintext inputs, the EM simulationwas performed using the EMSim

tool and CEMA was performed.

Security Evaluation.When the AES circuit is protected under

the EO-shield scheme, the leakage hotspots in the EMmap (Fig. 8(b))

are hidden and transferred at the same time. Besides, the EM em-

anations generated by the circuit encryption process is hidden in

the noise generated by the information leakage obfuscation module

(Fig. 8(c)) and the correct key cannot be recovered (Fig. 8(d)).

(a) (b)

(c) (d)

Figure 8: CEMA results on protected AES circuit. (a) The

active shield. (b) EM map of the chip surface (23×17). (c) EM

traces of the SubByte operation in the first S-Box. (d) MtD

results.

4.4 Scalability of EO-shield Scheme on
Frequency

To measure the scalability of the proposed EO-shield scheme on

frequency, we tested the protection effect at three other clock fre-

quencies (200Mhz, 166Mhz, 125Mhz). Here we use SNR as a superior

value for evaluating security, and Fig. 9 shows the SNR traces at

different clock frequencies within the leakage interval.

Figure 9: SNR variation in the leakage interval.

Security Evaluation. For the AES circuit with the clock fre-

quency of 25 MHz, the SNR will appear to reach 1 when the fre-

quency of the EO-shield scheme is 125 MHZ. When the frequency

of the EO-shield scheme is higher than 166 MHZ, the SNR of the

EM traces detected by the attacker can be kept under 0.6, which

greatly improves the level of protection against SCAs. Therefore, in

order to obtain the desired side-channel protection, the frequency

of the EO-shield scheme needs to be at least 7 times higher than
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Table 1: Comparison of the overhead of unprotected AES circuits and AES circuits with EO-shield.

Metrics

Circuits Unprotected AES

(25MHZ)

AES with EO-shield

(250MHZ/200MHZ/166MHZ)
Increase Percentage

Area (μm2) 288195 293227 1.75%

Power (w) 1.51𝑒 − 2 1.65𝑒 − 2/1.618𝑒 − 2/1.6𝑒 − 2 9.74%/7.15%/5.96%

the frequency of the protected circuit. In this case, even if the at-

tacker analyzes the clock frequency of the AES circuit and finds the

location for attack, he still cannot successfully recover the correct

key.

4.5 Overhead Evaluation

Table 1 compares the overheads in terms of area and power con-

sumption of the unprotected AES circuit and the AES circuit with

EO-shield. Where, the area is estimated based on the total cell area

generated by Design Complier divided by the area of NANDX2

under 180nm process. The power consumption results are calcu-

lated by PrimeTime PX. It can be seen that our proposed EO-shield

scheme can effectively resist SCAs with low overheads.

In addition, we have verified that the active shield will not effect

the circuits underneath in terms of functionality. The Process An-

tenna Effect (PAE) caused by long wire mesh can be eliminated by

using jumpers, adding normally closed transmission gates (NC) or

diode cells. The time perturbation of the protected circuit due to

effects such as parasitic resistance and parasitic capacitance caused

by the information leakage obfuscation module is around 0.1ns,

which can be neglected.

5 CONCLUSION

In this paper, a multi-functional protection scheme called EO-shield

is proposed for the first time to combat both invasive and non-

invasive attacks. The core idea is to combine an active shield with an

information leakage obfuscation module to mitigate non-intrusive

attacks by feeding current stimulus to the active shield in a noise-

injection method while against invasive attacks.

When performing a FIB attack on the circuit, the complex active

shield can obfuscate the attacker’s vision, and detect short-circuit

and breakage attacks in real time. When performing a SCA on the

circuit, the current stimulus on the active shield can generate EM

noise that hides the EM information of the protected circuit. In this

case, the correlation between EM emanations and processing data

is also reduced to achieve a SNR lower than 1. Through simulation

experiments, the security of the proposed EO-shield scheme is

finally proved through simulation experiments. In the future, we

will consider measuring physical EM signals, which will strengthen

the proposed method.

In practice, considering production costs and the trade-off be-

tween resistance to invasive attacks and SCAs, the active shield

does not need to occupy the entire top metal layer. It only needs

to ensure that it can cover the modules with a large amount of

information leakage, as well as properly fill the blank areas of the

layout, to provide multi-dimensional protection for the chip.
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