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Abstract—Side-channel analysis (SCA) attacks are major
threats to hardware security. Upon this security threat, various
countermeasures at different design layers have been proposed
against SCA attacks. These approaches often introduce signifi-
cant overheads and impose high requirements of side-channel
security backgrounds to integrated circuit (IC) designers. In
this article, we propose an automatic computer-aided design
(CAD) tool that can be utilized to enhance the circuit resistance
against electromagnetic (EM) SCA attacks. This new tool will
guide security-driven placement and routing processes and can
be seamlessly integrated into the modern IC design flow. The
protected IC design will be resilient to SCA attacks with negligi-
ble area and power overheads. In order to develop this tool, we
first investigate the root-cause of EM leakage at the layout level
and mathematically demonstrate the feasibility of security-driven
placement and routing through the EM leakage modeling. We
then identify that the correlation between the data under pro-
tection and the EM leakage can be significantly reduced through
data-dependent register reallocation and wire length adjustments.
Simulation results on cryptographic circuits prove the effective-
ness of both the constructed EM leakage model and the EM
model-based CAD tool for EM side-channel security.

Index Terms—Computer-aided design (CAD) for security,
electromagnetic (EM) leakage, placement, routing, side-channel
attack.

I. INTRODUCTION

COMPUTER-AIDED design (CAD) tools play important
roles in modern integrated circuit (IC) development, with

the aim of cost reduction, design automation, and performance
enhancement. CAD tools facilitate the IC design process from
the behavioral specification to the ultimate physical design.
Among them, Synthesis tools convert the circuit register trans-
fer level (RTL) description into a gate-level netlist based on a
selected technology library. Floorplanning tools help arrange
circuit components and gates in the form of rectangular blocks.
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Placement tools then help assign specific locations of all cir-
cuit components, including standard cells and macro blocks
within the circuit’s core area. Routing tools will help connect
the placed components through metal wires based on specific
design rules. Ultimately, the physical layout, often in the for-
mat of the GDS-II file, will be delivered to the foundry for
fabrication. Within each design step, design verification will
be performed using Verification tools.

Although CAD tools help optimize the circuit performance
based on user-specified constraints, modern CAD tools do not
treat security as one optimization dimension. As a result, fab-
ricated ICs, though satisfying the design specification, may be
vulnerable to various attacks. Among these security threats,
different types of side-channel leakages, including power,
electromagnetic (EM), timing, light, acoustic, etc., are prevail-
ingly available to circuits dealing with sensitive information.
These side-channel leakages can be exploited by an attacker
to extract secret information with the help of statistical and
data analysis techniques. We call the whole information leak-
ing exploitation as side-channel analysis (SCA) attacks. To
counter these attacks, various countermeasures have been
developed recently. Most of these solutions are based on
architectural level or circuit level optimizations with sig-
nificant area and power overheads. There lacks CAD tools
for circuit security enhancement. In fact, previous work has
already proved that CAD tools involved at different design
stages affect side-channel vulnerabilities in direct or indirect
ways [1]. For example, synthesis tools like high-level syn-
thesis lead to different levels of side-channel leakages during
memory-based architectural optimizations [2]. Placement tools
optimize register locations to minimize clock skews, resulting
in synchronous information leakages in the time domain [3].

Upon this observation, different from existing approaches,
we try to mitigate SCA threats by developing new CAD tools
with security as one constraint. Note that the goal for secu-
rity enhancement can be realized at different stages of the
CAD flow. To demonstrate the feasibility of the proposed
CAD for security solutions, in this article, we take EM for
example, and develop placement and routing CAD tool for
EM side-channel protection. EM radiation is derived from cur-
rent flows within ICs, containing rich information in spatial,
temporal, and frequency domain, and can be measured in a
noncontact way. With the advancement of experimental facili-
ties, all the above natural characteristics of EM radiation have
been exploited by localized EM SCA attacks [4]. Utilizing
high-resolution magnetic probes, localized EM SCA attacks
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Fig. 1. Overview of the IC design flow and the integration of the proposed CAD4EM-P tools.

are more effective and even nullify traditional countermea-
sures against power SCA attacks, such as dual-rail logic [5]
and threshold implementation [6].

Given the severity of EM side-channel leakage, researchers
started to investigate the characteristics of EM leakage in
the context of side-channel security very recently but these
works ignore the impact of CAD tools on EM leakage [7].
In this article, we first construct an EM leakage model to
explore the root-cause of EM leakage in the layout design
flow. Specifically, the impact on EM leakage introduced by
placement and routing is analyzed and mathematical proofs
are provided to demonstrate the feasibility of security-driven
placement and routing on improving the EM SCA resilience.
With the understanding of EM leakage causes, we then
develop a CAD for security tool, CAD4EM-P—CAD for EM
Security-Placement: the tool can help improve the circuit’s
resistance against EM SCA attacks with reasonable overheads
and can be easily integrated into the modern IC design flow.
Fig. 1 shows a typical IC design flow and the stage where
CAD4EM-P will be applied. The proposed tool will execute
two successive optimizations to increase the inner deviation
of EM side-channel leakage: 1) security-driven placement
navigates data-dependent register reallocation and 2) security-
driven routing guides relevant wire length adjustments. In this
way, chaotic EM distribution leads to reduced information
relevance.

The main contributions of this article are listed as follows.
1) An automatic security-driven placement and routing

CAD tool, named CAD4EM-P, is developed and eval-
uated. This tool can be integrated into the modern
IC design flow. Through register reallocation and wire
length adjustments, the data dependency of EM leakage
is reduced under reasonable area and power overheads.

2) EM leakage model is constructed to demonstrate that
although EM leakage is mainly derived from the on-
chip power grid, its time-domain distribution is affected
by the placement and routing processes.

3) Layout-level EM simulations have been performed,
where experimental results demonstrate the soundness
of the leakage model and the validity of the CAD4EM-P
tool.

The remainder of this article is organized as follows.
Section II presents the background. Section III provides the
leakage model of the security-driven placement and routing.
Section IV shows the details of the CAD4EM-P tool and

layout-level EM simulation flow. Section V analyzes the exper-
imental results on small-scale circuits, which are protected
by security-driven placement only. Then Section VI validates
the effectiveness of both security-driven placement and rout-
ing on medium-scale circuits. The conclusion is drawn in
Section VII.

II. BACKGROUND

A. Performance-Driven Placement and Routing

In the back-end of an IC design flow, placement typically
consists of three consecutive stages: 1) global placement;
2) legalization; and 3) detailed placement, where global place-
ment produces a rough placement solution for movable cells,
then legalization removes cell overlapping by moving cells
minimally, and detailed placement further improves the legal-
ized placement with respect to a given objective [8]. Similarly,
routing is typically composed of two stages: global routing fol-
lowed by detailed routing, where global routing first creates
a coarse routing solution for each net, then detailed routing
determines the exact routes of all nets [9].

Most of the current placement and routing techniques are
performance-driven which perform the optimization under
multiple quality objectives, such as wirelength, routability,
timing, and power. Clock network optimization involving reg-
ister placement plays an important role in performance-driven
placement. To achieve this goal, Cheon et al. [10] proposed
a power-aware placement method involving activity-based
register clustering to reduce the clock power consumption.
Lu et al. [11] minimized clock network wirelength by nav-
igating register locations in the quadratic placement. In [12],
a modified K-means algorithm is proposed to perform register
clustering at the post-global placement step.

The basic concept of these methods is to place registers
closer to each other in a cluster, and all registers are placed
as close as possible to the clock buffer (see Fig. 2). Thus, the
clock skew can be reduced significantly. Furthermore, based
on the fact that wire delays depend on the width and length of
wires, performance-driven routing, e.g., wire sizing [13]–[15]
and wire snaking [16]–[19], can help achieve the zero-skew
goal. However, these wire delay balancing strategies make
side-channel leakage of data-dependent registers occur simul-
taneously, which will facilitate point-by-point SCA attacks and
thus lead to side-channel security vulnerabilities.
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Fig. 2. Clock network and clock skew.

B. EM Side Channel Analysis Attacks

Since Quisquater and Samyde [20] extended the concept of
SCA into the EM side-channel domain, large numbers of pub-
lications have proven that EM SCA is an enormous threat to
various cryptographic algorithms (e.g., AES, DES, and RSA)
implemented on different types of electronic devices contain-
ing ASIC, FPGA, processor, and smart cards. Considering
EM trace collection, the measurement equipment and the dis-
tance to die surface are two crucial parameters determining
the efficacy of EM SCA attacks. Heyszl et al. [4] position
the magnetic probe with a diameter 150 μm at a close dis-
tance 50 μm to the die surface. This attack, called localized
EM attack, shows an improved signal-to-noise ratio (SNR)
and spatial resolution compared to power attacks. Also, they
observe that the EM leakage is related to registers that are
driven by the active clock edges. Further, Immler et al. [5]
and Specht et al. [6] demonstrated that localized EM attack
can effectively extract local characteristics of placement and
routing, such that power-resistant countermeasures containing
dual-rail logic and threshold implementations fail in the EM
side channel protection.

C. EM Side Channel Analysis Countermeasures

To prevent and mitigate EM SCA attacks, various coun-
termeasures have been proposed. In traditional EM counter-
measures, modifications of algorithm, architecture, or logic
description of cryptographic devices are applied [21]. In [1],
the secure logic like the wave dynamic differential logic
(WDDL) is implemented for energy balance. The area and
power overheads increase by 3.4× and 5.9×, respectively.
In [22], the leaking electrical paths are allocated randomly to
prevent EM attacks, with an area overhead of 3.5×. Recently,
several on-chip voltage regulators have been exploited to
suppress EM emissions and improve EM SCA resistance.
Khan et al. [23] investigated the security impact of on-chip
voltage regulators on EM leakage signature. Kar et al. [24]
integrated a high-frequency inductive voltage regulator (IVR)
that acts as an EM emitter to mislead an adversary, while
the area overhead is greater than 100%. In [25], random
fast voltage dithering (RFVD) enabled by an on-package
high-frequency IVR is proposed to increase the EM SCA resis-
tance. The protection increases the area overhead by 6.6%
with negligible power overhead. In [7], a technique named

STELLAR is proposed to suppress EM radiation by locally
routing the entire cryptographic IP in low-level metal layers
and embedding the IP within the signature attenuating hard-
ware. However, the area and power overheads increase by
22.85% and 49%, respectively.

Thus it can be seen that most of these countermeasures
introduce significant area and power overheads [24]. Further,
these countermeasures often require designers to have suffi-
cient backgrounds on both hardware design and side-channel
security, which complicates the effect in adopting these tech-
niques for circuit protection. Although some EDA-friendly
solutions are proposed, there lack of optimizations on EDA
tools themselves for side-channel security enhancement. As
reported in [2], [26], and [27], EDA tools themselves will
contribute to the side-channel leakage during current design
optimizations. Based on the finding that placement and routing
processes will try to optimize power, area, and timing met-
rics in sacrificing security, we develop the CAD4EM-P that
performs security-driven placement and routing to enhance
the EM side-channel protection, with a balance among design
effort, performance overheads, and security. Due to the generic
nature, this tool can also be combined with the existing
countermeasures for further higher security improvement.

D. Preprocessing-Based EM Side Channel Analysis

In practice, a skilled attacker will apply certain preprocess-
ing methods on collected traces, which improves the attack
efficiency against hiding-based countermeasures. These meth-
ods can be separated into two categories in general. The first
category aims to align the EM traces in the time domain, such
as static alignment (SA) and elastic alignment (EA). SA is
proposed by Mangard et al. [28]. It first finds reference sam-
ples (e.g., rising edge) in collected side-channel traces and
then matches the same references by shifting other traces.
EA is based on dynamic time warping (DTW), which is a
well-established algorithm for time-series matching [29]. This
method matches parts of several traces at different offsets and
performs nonlinear resampling of the traces.

The second category aims to transform side-channel traces
from the time domain to other domains, such as fast Fourier
transform (FFT) and principal component analysis (PCA).
Based on the fact that a shift in the time domain only
slightly alters the amplitude spectrum in the frequency domain,
Mateos and Gebotys [30] carry out correlation EM analy-
sis (CEMA) on the processed traces using FFT. PCA utilizes
an orthogonal transformation to convert initial variables to a
new coordinate space where variables are linearly uncorre-
lated [31]. In general, the first principal component with the
largest variance contains the most important information. In
this way, the influence of misalignment in side-channel traces
will be removed. In this article, we will validate whether
our proposed tool can withstand the above preprocessing-
based attacks.

III. EM ANALYSIS OF SECURITY-DRIVEN PLACEMENT

In this section, the root-cause of EM leakage in IC
back-end design, especially in layout design is investigated.
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Fig. 3. Typical topology of a multilayer IC layout [32].

Mathematical proofs are provided to analyze the feasibility of
security-driven placement and routing for enhancing EM SCA
attack resistance.

A. Root-Cause of EM Leakage in Layout

When designing the IC layout, the step of power planning
constructs the power distribution network utilizing a mesh
structure. Local grids use the lowest metal layer and global
grids use the uppermost metal layers. Then placement builds
the cell-level transistor layer on the silicon substrate and signal
lines are laid out over multiple metal layers during routing. A
typical IC layout topology is shown in Fig. 3.

Cells draw current from the local power grids, while exter-
nal power is supplied to the global grids via input/output (I/O)
pads. Hence, due to switching activities of gates, generated
time-varying currents flow within the multilayer IC emanate
EM radiation according to Maxwell’s equations. Considering
an N-metal layer IC, each metal line is represented as a set of
connected segments separated by vias, and each segment can
be modeled as a π−type equivalent circuit [33]. According
to the Kirchhoff’s law, branch current and node voltage of a
segment in the nth metal layer can be calculated as

Vi − Vj = Lij
dIij

dt
+ RijIij

Iij + Cij
dVi

dt
= 0, for Node i

Iij − Cij
dVj

dt
= 0, for Node j (1)

where Vi and Vj are the voltages at ith node and jth node, Iij is
the current flow from ith node to jth node, Rij and Lij are wire
resistance and inductance, and Cij is the node capacitance.

Let ν̂ denote the direction of the branch current Iij, the mag-
netic field emanated by this segment can be computed and one
solution for these equations satisfying R2

ij = 8Lij/Cij is listed

−→
H

(−→r , t
) =

∫∫

l·w
r̂ ×

[

(C1 + C2t)e
− Rij

2Lij
t
]

· ν̂

4πwr2
ds (2)

where l and w are the length and width of the metal segment,
respectively, r and r̂ are the magnitude and direction of the
vector −→r that is directed from the source point to the observer
point. C1 and C2 are constants. Note that the shielding effect of
the upper layers is negligible since we focus on ICs operating
at low frequency.

From (1) and (2), it can be deduced that the dimension-
dependent impedance of metal lines has a significant effect
on the branch current, and thus the EM radiation. Since
power grids often use larger dimension metal wires than
signal lines in the layout, larger branch currents will flow
through these metal lines and will emanate dominant EM
radiation. Therefore, the EM radiation emanated by signal
lines is negligible. The distribution of the overall EM radi-
ation in the time domain is affected by signal lines due to
the dimension-dependent signal delays, which are partially
regulated by placement.

B. Effect of Security-Driven Placement and Routing
on EM Leakage

To analyze the EM SCA resilience introduced by placement
and routing processes, CEMA attack is exploited in this article.
CEMA retrieves the correct key by calculating the Pearson cor-
relation coefficient between EM traces Hoverall and EM leakage
model W.

As mentioned in Section II-A, in traditional performance-
driven placement, registers are placed together and are close to
clock buffers to balance signal delays from the clock to these
registers. Transient EM leakage of these registers is thus gen-
erated synchronously. In this situation, the total EM radiation
is typically decomposed into three components and presented
in (3). Hd denotes the data-dependent EM radiation that mostly
comes from the dynamic switching of registers, Hind denotes
the data-independent EM radiation and Hn is EM noise caused
by other parts of metal layers

Hoverall = Hd + Hind + Hn. (3)

While in security-driven placement, we try to break the
balance of signal delays by register reallocation under the con-
dition of layout constraints. Hence, there is a variation of H�

on the transient data-dependent EM radiation due to the exis-
tence of signal deviation � starting from the clock source to
data-dependent registers. The overall EM radiation considering
the effect of placement is then extended as

Hoverall = Hd + Hind + Hn + H�. (4)

Since Hind, Hn, and H� are orthogonal with Hd and
W, respectively, the Pearson correlation coefficient between
Hoverall and W can be derived as

ρ(W, Hoverall)

= E(W · Hoverall)− E(W) · E(Hoverall)√
Var(W) · Var(Hd + Hind + Hn + H�)

= E(W · Hd)− E(W) · E(Hd)
√

Var(W) · Var(Hd)

√
1+ Var(H�)

Var(Hd)

√
1+ Var(Hind+Hn)

Var(Hd+H�)

= ρ(W · Hd)√
1+ 1

SNR

· 1
√

1+ Var(H�)
Var(Hd)

(5)

where E(·) and Var(·) are functions of calculating mean
and variance of a set, respectively. SNR denotes the SNR
between Hind + Hn and Hd + H� in the attack. The recov-
ered key with the maximum Person correlation coefficient
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ρmax = max(ρ(W, Hoverall)) indicates the most possible cor-
rect key. The lower maximum correlation ρmax signifies that
the cryptographic circuit has more EM side-channel robust-
ness. This means that the adversary requires more EM traces to
perform successful EM SCA attacks. Here, we denote the min-
imum traces required to disclosure the correct key as NMTD.
The values of NMTD can be approximately estimated by the
ρmax, according to the empirical model reported in [28]

NMTD = 3+ 8
z2

1−α

ln2 1+ρmax
1−ρmax

(6)

where z1−α is the quantile of random variables X ∼ N(0, 1),
and its value leads to the probability P(X ≤ z1−α) = α. The
NMTD along with ρmax are utilized to evaluate the EM side-
channel security of ICs throughout this article.

Taking the correlation coefficient as an example, this
security metric can be reduced by register reallocation and
inversely proportional to Var(H�). Moreover, the relation
between H� and � can be assumed as linear during a short
period [34]. This means that the maximum value of �,
denoted as �max, is a critical parameter for discretizing the
data-dependent EM radiation. By observing that register real-
location subjects to the size of the layout, we can further
enhance the EM SCA resilience by security-driven routing.
Within the limited core area, we attempt to increase the �max
by wire length adjustments under all constraints. The increased
�max will result in an incremental H�, and thus reduce the
correlation coefficient as described in (5).

IV. CAD FOR EM SECURITY TOOLS

Based on the above discussion, the EM SCA resistance
enhancement problem can be reduced to security-driven place-
ment and routing problems. CAD4EM-P is then proposed
to solve these problems. The entire workflow of this tool
can be divided into two stages: 1) the security-driven place-
ment involving register reallocation and 2) the security-driven
routing involving wire length adjustments.

A. Framework of CAD4EM-P: Security-Driven Placement

Given an initial legalized placement after clock tree syn-
thesis (CTS), CAD4EM-P will optimize the placement to
maximize leakage deviation following steps in Algorithm 1.

Algorithm 1 describes the detailed framework of the
security-driven placement in the CAD4EM-P tool. We first
construct a graph G(V, E) to represent the given initial
placement, with vertex set V = {v1, v2, . . . , vm+n} denoting
locations of fixed-positioned clock tree K = {k1, k2, . . . , km}
and movable data-dependent registers F = {f1, f2, . . . , fn} and
E = {e1, e2, . . . , ep} indicating the signal connections among
these cells (line 1).

Lines 2–4 describe the reallocation boundary construction
process. For any register in set F, its location is determined by
the given clock latency constraint. That is, register relocation
must follow the rule that its routing clock signal delay does not
exceed the prescribed maximum clock latency TCL. Therefore,
the boundary for register reallocation is built based on the

Algorithm 1 Security-Driven Placement
Input: Placement design, timing and area constraints
Output: New placement

1: Construct placement graph G(V, E)

//Reallocation Boundary Construction
2: s0 = (x0, y0) ← Sclk, Sreg

3: lmax ← rw, cw, Rd, Cl, TCL
4: Boundary: Manhattan ring Cbd ← lmax, s0

//Data-dependent Register Reallocation
5: repeat
6: for all fi ∈ F do
7: Rrand = {Rri} ← randomize location for fi
8: if Rrand ⊂ Cbd and Rrand ∩ Rclk = ∅ then
9: Rfeasible ← Rrand

10: S
′
reg ← Sreg

11: end if
12: end for
13: for all s

′
i ∈ S

′
reg do

14: Lpath = {L(s0, s
′
i)} ← dm(s0, s

′
i)

15: Dpath ={TDelay,i} ← Lpath, Rd, Cl, rw, cw

16: end for
17: until Maximum Var(Dpath)
18: Updating placement graph G(V, E)

maximum routing length lmax which can be extracted from
the given timing constraint.

We model the data-dependent clock buffer and clock signal
wire as an RC connection [35], [36]. The wire delays from
this clock buffer to related registers can be computed using
the Elmore delay model. To meet the clock latency constraints,
the maximum routing length lmax can be obtained as

lmax =
√

c2
wR2

d + r2
wC2

l + 2rwcwTCL − cwRd − rwCl

rwcw
(7)

where rw and cw are unit resistance and capacitance of the
wire, respectively, Rd is driver resistance of the buffer, and
Cl is load capacitance. We then construct the boundary using
Manhattan ring [11] to restrict the following register realloca-
tion. Manhattan ring Cbd is a 45◦-tilted square with the same
Manhattan distance lmax, from the center on the clock buffer
pin s0 with the coordinate (x0, y0) to any point on it. This
center is one of clock buffer pins Sclk which directly drives
pins Sreg of data-dependent registers. Any reallocation of these
data-dependent registers outside this boundary is prohibited.
Note that the boundary is directly affected by the drive strength
of the clock buffer due to the nonlinear relation between Rd

and lmax.
Lines 5–17 describe the data-dependent register realloca-

tion process. For all data-dependent registers F, we randomize
their location regions Rrand = {Rr1, Rr2, . . . , Rrn} that consist
of their locations V and sizes in the prescribed boundary, sat-
isfying the area constraint to avoid any overlaps among Rrand
and fixed-positioned clock tree location regions Rclk. Through
iterations, the feasible register location regions Rfeasible and
corresponding pins S′reg are obtained, as shown in lines 6–12.
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Algorithm 2 Security-Driven Routing
Input: Routed design, timing and area constraints
Output: Optimum physical layout

1: if ACORE < Cbd then
2: Extract routing network RNet

3: Data-independent routing network RINet ← ∅

4: for all wire wire ∈ RNet do
5: if wire does not belong to data-dependent path then
6: RINet = RINet ∪ wire

7: end if
8: end for
9: Construct the feasible routing region ← ADR

10: end if
11: RDNet = RNet − RINet

12: repeat
13: for all wire ∈ RDNet do
14: Wire snaking ← {Dmax, δ}
15: end for
16: until Maximum Var(Dpath)
17: Updating physical layout

Meanwhile, for any register pin s′i in set S′reg, we calculate
each path length L(s0, s′i) from s0 to s′i by Manhattan distance
dm(·). Moreover, the related path delay set Dpath = {TDelay,i}
is obtained based on the path length set Lpath using the Elmore
delay (see lines 13–16).

Convergence and Complexity: The security-driven place-
ment described in Algorithm 1 is a numerical optimization
method that obtains the relative optimum solution by random
searching. It terminates when the maximum iteration is met,
and the placement with the maximum Var(Dpath) is selected as
the approximate optimum solution. Placement graph G(V, E)

is updated to acquire a new placement with optimum EM SCA
resistance. In terms of the computation complexity, besides
the iteration counts, the overall run time of Algorithm 1 is
influenced by the circuit size, including the number of clock
cells and data-dependent registers. The computation complex-
ity in each iteration is dominated by resolving the overlapped
regions (lines 6–12) which is O(mn2), where m and n are
the number clock cells and data-dependent registers, respec-
tively. Therefore, the computation complexity of Algorithm 1
is O(qmn2) with the total iteration number q.

B. Framework of CAD4EM-P: Security-Driven Routing

After the security-drive placement stage, CAD4EM-P
will then optimize the routed design following steps in
Algorithm 2. CAD4EM-P first judge whether the reallocation
boundary exceeds the core area ACORE of the given placement
(see line 1). If the answer is yes, it will execute the security-
driven routing by two steps, including routing channel analysis
and data-dependent wire length adjustments.

Lines 2–10 describe the routing channel analysis. We
extract the complete routing network RNet which connects cells
together using metal wires and vias. For each wire, its physical
information containing coordinates, geometry, and subordinate
layer can be obtained from the routed netlist. We denote the

(a) (b)

Fig. 4. (a) Regular wire. (b) Wire snaking.

signal paths from the clock buffer to the clock port of data-
dependent registers as data-dependent paths. Wires that are
not in these paths are collected in the data-independent rout-
ing network RINet. Under fixed R, we can acquire the feasible
region to fill the data-dependent path, according to the geom-
etry constraint. Meanwhile, its area ADR in the N-layer layout
can be calculated as

ADR = N × ACORE −
∑

i ε IRNet

li × (wi + si) (8)

where li, wi, and si denote the length, width and spacing of the
ith metal wire. Combined with the maximum routing length,
the maximum length for extended data-dependent routing can
be estimated.

Lines 11–16 describe the data-dependent wire length adjust-
ments. Given the maximum path delay Dmax and delay
interval δ, we adjust the length of each wire in the data-
dependent routing network RDNet, under the above constraints.
This adjustment is realized by wire snaking, which is a pop-
ular approach to incur useful wire delays, as mentioned in
Section II-A. Fig. 4 shows a comparison between regular wire
and wire snaking. We turn the metal wires in either of left,
right, up, or down directions to increase routing length and
avoid obstacles and antenna effect. In this way, we further
improve the circuit’s resistance against EM SCA attacks.

Convergence and Complexity: During the optimization,
existing routing may hinder wire length adjustments using wire
snaking. This scenario happens for designs with high rout-
ing density. To solve this, CAD4EM-P divides the layout into
integer-squared grids and the metal density is computed for
each grid. Wire snaking is then applied to these data-dependent
wires inside the grid with low metal density. Moreover, if the
deviation is less than the delay interval, the wire after adjust-
ment will be accepted as the approximate optimum solution.
Hence, the security-driven routing in CAD4EM-P is guaran-
teed to terminate. In terms of the computation complexity, the
algorithm has a O(n) computation complexity, where n is the
number of data-dependent wires (lines 12–16 in Algorithm 2).

C. Integrating CAD4EM-P to Existing Design Flow

As shown in Fig. 5, CAD4EM-P can be easily integrated
into current IC design flow and perform security optimization
after CTS. This tool parses design files, i.e., design.place,
design.lef, and design.def, to obtain original locations, sta-
tuses, connections of clock tree, and user-defined registers.
Using the above information, a placement graph G(V, E)

is built. Meanwhile, CAD4EM-P requires timing constraint
file design.sdc and library database to construct a reallo-
cation boundary. The timing constraint file contains timing
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Fig. 5. CAD4EM-P integration to the current design flow.

information about clock latency, and the library database
includes parasitic information of cells and wires. Then this
tool randomizes locations of data-dependent registers in spec-
ified round iterations, generating a list that consists of feasible
register locations. Delay computation is also performed and the
obtained Var(Dpath) set serves as a security metric for location
list ranking. The final placement file is obtained by replacing
the locations of each register by corresponding optimum coun-
terparts. Both clock buffers and data-dependent registers are
fix-positioned through status editing.

Inevitably, there will be several overlaps between fix-
positioned cells and other irrelevant components after the
security-driven placement. Thus, the new placement file will
be reimported to the layout design tool and legalization is
performed again to remove these introduced cell overlaps.
Then, the existing routing tool will connect all components
of the new placement with vertical and horizontal wires. For
this routed layout, CAD4EM-P will parse the new design
file, i.e., design.def, to build the whole routing channel.
According to user-defined registers, the relevant wires are
selected and their feasible routing region is computed. Given
user-defined Dmax and δ, CAD4EM-P will generate the scheme
for wire length adjustments based on the principle of minimum
adjustment and maximum Var(Dpath). Finally, the layout with
optimum EM SCA resistance is generated by optimization and
verification processes in the existing design flow.

D. Layout-Level EM Simulation Flow

Considering the requirement for evaluating the EM leak-
age during IC layout design flow, the layout-level simulation
method in [37] is utilized. This type of method has been
validated in [38], where a good agreement between the sim-
ulated EM radiation and measured data exists. Fig. 6 shows
the overall flow of the layout-level EM simulation. We first
extract layout-level parasitics after passing the layout versus
schematic (LVS) checking. The parasitic extractor, i.e., Calibre
xRC, makes use of the layout data (design.gds) to calculate its

Fig. 6. Layout-level EM simulation flow.

inner parasitic resistance and capacitance. In this process, The
transistor-level type is selected for better extraction accuracy.
A parasitic netlist (design.dspf ) will be reported by the extrac-
tor in the DSPF format. Then HSPICE annotates extracted
parasitic elements to the ideal SPICE netlist (design.sp) of
the design for post-layout simulation. Through transistor-level
simulation, transient currents that flow within all metal wires
are obtained. Meanwhile, physical information of each metal
wire can be gained by interpreting the parasitic netlist, includ-
ing actual location, width, length, and layer. Combing these,
we can construct a time-varying current network based on the
structural attributes of the layout. Finally, EM emissions from
every point of the IC’s surface to any observer point can be
computed through the superposition principle, as shown in (2).

V. EXPERIMENTAL RESULTS ON SIMPLIFIED AES
DESIGNS

In this section, we will first validate the developed EM
leakage model utilizing layout-level EM simulation method-
ology. Then we provide experimental proofs to demonstrate
the efficacy of the proposed CAD4EM-P tool on simplified
AES designs. Please note that only security-driven placement
is applied in this section. The complete effect of CAD4EM-P,
containing both security-driven placement and routing will be
discussed in Section VI.

A. Simulation Setup

For an AES design, one of the optimal attack targets is typ-
ically the moment when the AES circuit executes SubBytes
(S-Box) operations. Since CEMA attacks reveal the secret key
through byte-by-byte analysis, the dynamic switching of other
parts such as remaining S-Boxes can be treated as intrinsic
noises. In our simulation, two simplified versions of AES cir-
cuits that encrypt one-byte plaintext are used to accelerate the
simulation process [39]. These circuits compose of SubBytes,
ShiftRows, and AddRoundKey and form the last-round datap-
ath of AES encryption. This irrelevant datapath removing aims
to reduce the noise level in EM SCA when recovering a par-
ticular key-byte. Hence, successful protection in this situation
is also adequate for normal AES implementations.

The first circuit contains S-Box implemented with the
Galois field (GF) algorithm, where complicated computation
leads to high area overhead, denoted as AES-GF. The second
circuit exploits look-up table (LUT)-based S-Box, in which
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(a) (b) (c) (d)

Fig. 7. EM information leakage maps of (a) nonprot. AES-GF, (b) prot. AES-GF, (c) nonprot. AES-LUT, and (d) prot. AES-LUT.

TABLE I
AVERAGE MAGNETIC FIELD AMPLITUDES FROM SIGNAL LINES VERSUS

POWER GRIDS IN EACH METAL LAYER

data fetching from vast of memory results in high power con-
sumption, denoted as AES-LUT. Their RTL descriptions are
synthesized using SMIC 180-nm logic technology in Synopsys
Design Compiler [40] and then placed and routed using
Cadence SOC Encounter [41]. The physical layout consists
of four metal layers, where Metal4 and Metal3 are used for
global power routing and Metal1 is used for local power rout-
ing. Signal lines lay over all metal layers. The clock frequency
and the supply voltage of this circuit are 20 MHz and 1.8 V,
respectively. Compared with the nonprotected circuits, the
only difference of the protected designs is that CAD4EM-P
is applied to help generate the layout (see Fig. 5). The tool
requires 19 min to execute 500 round iterations and generates
an optimum placement on a platform with an Intel 1.60 GHz
CPU with 8 GB memory.

B. Validation of EM Leakage Root-Cause in Layout

To validate our theoretical analysis, we investigate the
contributions of signal lines and power grids in terms of
EM intensity and CEMA attacks. We set the probe height
D = 30 μm to mimic the actual environment of localized EM
SCA attacks [5], [6].

For each individual metal layer, average magnetic field
amplitudes from signal lines and power grids during 256
encryptions are listed in Table I. As shown in the table, the
intensity of the EM radiation from power grids is significantly
larger than that from signal lines by a factor of at least 10×.
Moreover, we construct EM information maps to compute the
contribution of signal lines in the context of side-channel secu-
rity according to (9). CEMA attacks are performed on each
point of the circuit’s surface, and the maximum correlation
coefficient is used to indicate the information leakage of this
point. Simulation results show that only 2.91% of information
leakage comes from signal lines. Based on these results, it is
concluded that the amount of EM leakage mostly comes from

(a) (b)

Fig. 8. CEMA results for EM leakage hot spots of (a) AES-GF and
(b) AES-LUT.

power grids in the layout whereas the leakage from signal lines
is negligible

Contribution = Avg.
Leakage Matrix | signal

Leakage Matrix | power+ signal
. (9)

C. Efficacy of CAD4EM-P: Security-Driven Placement

Fig. 7 presents the information leakage maps of AES-GF
and AES-LUT by localized CEMA attacks. The color bar is
used to quantify the degree of EM information leakage, in
which the topmost color denotes that this point leaks maximum
EM information that can be exploited by an attacker. Evidently,
the EM information leakage is significantly reduced compared
with nonprotected circuits, with the maximum correlations
decreasing by 54.41% and 27.84%, respectively.

Meanwhile, the CEMA results for EM information leakage
points with maximum correlation are shown in Fig. 8, where
red and green traces denote the correlation of the correct key
of the nonprotected and protected circuits, respectively. Blue
traces represent the correlation of the incorrect keys. The cor-
relation coefficients of the correct key decrease and submerge
in those of incorrect keys, showing that all points of cir-
cuits’ surface are successful protected. It is validated that the
proposed tool CAD4EM-P can effectively improve the circuit’s
resistance against EM SCA attacks.

Table II lists the overheads of CAD4EM-P. Compared to
nonprotected circuits, zero-area overhead is introduced since
the data-dependent register reallocation process is confined to
the area of initial placement. Moreover, the average power con-
sumption of the protected designs slightly increases by 1.48%
and 2.43%. The primary reason is that the increased total wire
length causes higher power consumption.
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(a) (b) (c)

Fig. 9. EM information leakage maps of (a) AES-128 without protection, (b) AES-128 with placement optimization only, and (c) AES-128 with placement
and routing optimization.

TABLE II
BALANCE OF SECURITY AND OVERHEADS

VI. EXPERIMENTAL RESULTS ON AES-128 AND

PRESENT

Besides simplified AES designs, we further validate the
efficacy of CAD4EM-P on medium-scale cryptographic cir-
cuits, including AES-128 and PRESENT cores to prove the
scalability of the designed CAD4EM-P tool. Both security-
driven placement and routing will be performed and their
effectiveness will be verified.

A. Target Designs

AES-128 Core: This complete version of the AES circuit
encrypts 128-bit plaintext using cipher keys with a length
of 128 bits, denoted as AES-128. Before encryptions, a
KeySchedule block is used to expand the key into round
keys. Then AES-128 executes through ten rounds of encryp-
tions and each round comprises four operations: 1) SubBytes;
2) ShiftRows; 3) Mixcolumns (except for the last round);
and 4) AddRoundKey. In each round, four S-Boxes are
performed serially occupying four clock cycles while other
operations are completed in the next cycle. State registers are
exploited to store intermediate data and output ciphertexts.
Plaintexts and keys are loaded via a universal asynchronous
receiver-transmitter (UART) block.

PRESENT Core: This lightweight block cipher encrypts the
64-bit block using 80-bit keys [42]. PRESENT consists of 31
rounds and each round has an XOR operation, a linear bit-wise
permutation, and a nonlinear substitution layer. This nonlinear
layer is implemented by the single 4-bit SBox which executes
16 times concurrently in one round. The intermediate data

are stored in state registers. Also, we use an UART block to
transmit plaintexts and keys.

The RTL descriptions of AES-128 and PRESENT are trans-
formed into the final layouts using SMIC 180-nm technology,
consisting of four metal layers. Their clock frequency and
the supply voltage are 20 MHz and 1.8 V, respectively. The
developed CAD4EM-P is applied to secure both designs. More
specifically, the protection is twofold. First, state registers
after S-Boxes are selected as data-dependent registers and pass
through security-driven placement. Second, wires that connect
the clock buffers and data-dependent registers are selected as
data-dependent wires and pass through security-driven routing.

B. Efficacy of CAD4EM-P: Security-Driven Placement

To perform localized EM SCA attacks, we implement both
AES-128 and PRESENT designs into square networks in
which each grid has a side length of about 20 μm. For probe
height 30 μm, EM emissions on each grid are simulated while
circuits encrypt 1000 plaintexts consecutively. Then CEMA
attacks are performed to construct the EM information map,
through scanning the whole surface.

1) AES-128 Core: Since AES-128 performs pipelined
32-bit S-Box operations, the attack scenarios are similar on
all these four S-Boxes. In our experiments, we chose the first
32-bit S-Box operation as the attack target. Regions of the
information leakage maps are shown in Fig. 9(a) and (b),
including hot spots that leak the highest degree of sensi-
tive information. As shown, after optimizing the placement
of AES-128 with CAD4EM-P, the EM information leakage of
the hot spot is reduced with the maximum correlation decreas-
ing by 36.59%. Meanwhile, Fig. 10 shows the CEMA attack
results on the hot spot of the AES-128 design. These results
depict the evolution of maximum correlations of hypothetical
keys, with increasing number of traces Ntrace. Among them,
the red curve represents the correct hypothesis of the secret
key. The minimum traces to disclosure the key is denoted as
NMTD. When Ntrace > NMTD, the correlation waveform for the
correct hypothesis will always be above those for the wrong
hypotheses. NMTD ≈ 120 for nonprotected design as shown
in Fig. 10(a), while NMTD ≈ 633 after applying security-
driven placement as shown in Fig. 10(b). This means that
CAD4EM-P can boost the security of AES-128 by at least 5×.
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Fig. 10. CEMA attack results on the hot spot of (a) AES-128 without protection, (b) AES-128 with placement optimization only, and (c) AES-128 with
placement and routing optimization.

TABLE III
BALANCE OF SECURITY AND OVERHEADS

(a) (b) (c)

Fig. 11. EM information leakage maps of (a) PRESENT without protection, (b) PRESENT with placement optimization only, and (c) PRESENT with
placement and routing optimization.

Table III summarizes the overhead of security-driven place-
ment in CAD4EM-P on AES-128 design, including timing,
area, and power overheads. We denote the maximum deviation
of clock delay between the clock source and data-dependent
registers as Tskew. Tskew = 0.043 ns and Tskew = 0.63 ns
for AES-128 design before and after placement optimization,
showing an efficient result on breaking the balanced Tskew.
Meanwhile, we find that the increased skews do not intro-
duce timing violations since the design satisfies entire timing
constraints. CAD4EM-P will not alter the actual die size as
the security-oriented optimizations are confined to the given
core area. Due to incremental Tskew, the wire length of the
clock network increases, and thus results in an augment of the
average power by 10.73%.

2) PRESENT Core: In PRESENT, S-Box is the only non-
linear operation that guarantees its confusion and diffusion.
The moment when PRESENT executes S-Box operations is
commonly considered as the attack target. Fig. 11(a) and (b)

show the information leakage of regions that embrace hot spots
before and after placement optimization. For the protected
hot spot, leaked EM information is reduced with the max-
imum correlation decreasing by 28.13%. More specifically,
The trend of maximum correlations over the number of traces
is shown in Fig. 12. Compared to the original NMTD ≈ 75,
NMTD ≈ 375 can be achieved under protection as shown in
Fig. 12(b).

The overahead of CAD4EM-P on PRESENT design is
also shown in Table III. After placement optimization by
CAD4EM-P, Tskew increases from 0.027 to 0.428 ns. Within
the same die size, the average power consumption increase by
10.59% due to the increased wire length.

C. Efficacy of CAD4EM-P: Security-Driven Routing

In this section, we validate the efficacy of the security-driven
routing in the CAD4EM-P tool as discussed in Section IV-B.
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(a) (b) (c)

Fig. 12. CEMA attack results on the hot spot of (a) PRESENT without protection, (b) PRESENT with placement optimization only, and (c) PRESENT with
placement and routing optimization.

In Cadence SoC Encounter, we increase the wire length
of data-dependent wires using wire length adjustments. The
updated layout passed through all verifications successfully,
including geometry, connectivity, and timing. Note that the
security-driven routing is applied to designs with placement
optimization to further improve the EM SCA resistance.
Hence, we compare the EM SCA resistance of final lay-
outs to these carrying only placement optimization. Through
layout-level EM simulation, localized EM SCA attacks are
performed and the information leakage maps are shown in
Figs. 9(c) and 11(c). Meanwhile, attack results on hot spots are
shown in Figs. 10(c) and 12(c). For AES-128, NMTD > 1000 is
realized with the maximum correlation decreasing by 48.36%.
As shown in Table III, Tskew is 2.972 ns and the average
power increases to 4.14 mW after using routing optimiza-
tions. For PRESENT, the routing strategy promotes NMTD
to more than 1000 and decreases the maximum correlation
to 0.1081. Accordingly, Tskew and the average power are
2.50 ns and 2.09 mW, respectively, due to the increased wire
length.

D. Robustness Verification of CAD4EM-P

In this section, we investigate the robustness of the
developed CAD4EM-P under preprocessing-based CEMA
attacks. We refer pure CEMA attacks on the EM traces
of nonprotected and protected designs as CEMA-NPD and
CEMA-PD, respectively. For protected designs, once the EM
traces of hot spots are collected, SA, EA, FFT, or PCA algo-
rithm is carried out and CEMA attacks are performed on these
preprocessed EM traces. Hence, we refer CEMA attacks on
the protected EM traces preprocessed by SA algorithm, EA
algorithm, FFT algorithm, and PCA algorithm as SA-CEMA,
EA-CEMA, FFT-CEMA, and PCA-CEMA, respectively (see
Fig. 13).

For all the mentioned designs, the maximum correla-
tions of the correct key under the above attack scenar-
ios are shown in Fig. 13. As shown, the correlations
between EM traces and the processed data are significantly
reduced after applying CAD4EM-P, which is analyzed in the
above sections. Moreover, maximum correlations are slightly
altered under SA-CEMA, EA-CEMA, and PCA-CEMA
attacks, and in particular, are reduced observably under the
FFT-CEMA attack. These results show that both alignment and

Fig. 13. Robustness verification of CAD4EM-P: NPD and PD denote the
nonprotected and protected designs, respectively. For those designs under pro-
tection, † denotes circuit with placement optimization only, and ‡ denotes
circuit with placement and routing optimizations.

transformation-based preprocessing analysis fail to reduce the
security of designs optimized by CAD4EM-P. CAD4EM-P
only randomizes the distribution of EM leakage from data-
dependent registers, which are subcomponents for total EM
radiation. SA and EA algorithms cannot determine ade-
quate patterns to align these inner randomizations. Moreover,
because randomized EM leakage from data-dependent regis-
ters will overlap with those from other parts together, FFT
and PCA algorithms cannot remove the above randomness.
Therefore, it is validated that the CAD4EM-P can withstand
these preprocessing-based attacks.

VII. CONCLUSION

In this article, we proposed a CAD for security tool
CAD4EM-P to consider security attributes within the mod-
ern IC design flow against EM SCA attacks. The key idea is
derived from the observation that the amount of EM leakage
mostly comes from power grids while its temporal distribu-
tion is regulated by placement and routing. CAD4EM-P helps
optimize the initial layout to maximize EM leakage deviation
by two successive stages, including solving the security-driven
placement and routing problems. Utilizing the EM simu-
lation method at the layout-level, experiment results show
that CAD4EM-P can secure different versions of AES and
PRESENT circuits against EM SCA attacks, with reasonable
area and power overheads. In our future work, we will inves-
tigate and develop more CAD for security tools for circuit
protection in an automatic way.
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