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Abstract—Field-programmable gate arrays (FPGAs) are inte-
grated circuits (ICs) that can be reconfigured to the desired
functionalities, without manufacturing dedicated chips. Due to
their programmable nature, FPGAs have been prevalent in the
large majority of modern systems. This raises high demands
for verifying the security of circuit implementations on FPGAs,
since they are vulnerable to hardware trojans (HTs) that can
be inserted through modified configuration files. In this article,
we propose an on-chip security framework to ensure the trust-
worthiness of circuit implementations on FPGAs at runtime. The
core of the framework is a time-to-digital converter (TDC)-based
hardware security primitive that can be predeployed on FPGAs
to verify whether the FPGA-based designs are tampered with
or corrupted by HTs. The parameter-adjustable TDC sensor,
which is the primary component of the primitive, is carefully
designed, adjusted, and implemented, thus the TDC sensor can
monitor the transient voltage fluctuations within FPGAs with a
high resolution. Versus statistical data analysis, tiny abnormal
variations introduced by the Trojan insertion and activation are
distinguished. Experimental results on Xilinx Spartan-6 FPGAs
demonstrate the effectiveness of the proposed TDC-based on-chip
trust evaluation framework and HT detection method.

Index Terms—TField-programmable gate array (FPGA), hard-
ware trojan (HT), on-chip detection, principal component anal-
ysis (PCA), time-to-digital converter (TDC).

I. INTRODUCTION

IELD-PROGRAMMABLE gate arrays (FPGAs) can per-

form various user-defined functions flexibly leveraging
abundant programmable resources and available intellectual
property (IP) cores. Combined with other features, such as
high computing efficiency and data throughout, FPGAs are
becoming increasingly attractive in many applications, includ-
ing military, aerospace, data center, over-the-air updating, the
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Internet of Things (IoT), etc. Therefore, FPGAs have become
attractive targets for adversaries to jeopardize the entire phys-
ical system. Many severe attacks have been demonstrated in
the literature. For instance, hardware trojans (HTs) inserted in
Actel/Microsemi ProASIC3 Flash FPGAs help gain access to
the configuration data [1]. In addition, a design flaw in the
Xilinx 7-Series FPGAs, named StarBleed, can be exploited
to break the bitstream encryption [2]. Recently, remote volt-
age attacks are proposed to extract the secret key and induce
stealthy faults [3]-[6].

Among the security threats, HT is a type of threat charac-
terized by malicious modifications to the original designs. An
adversary can achieve this by changing designs programmed
on FPGA in the post-fabrication phase [7]. An elaborate HT
consists of two parts: 1) trigger and 2) payload. The trigger
part is the activation mechanism that monitors either internal
or external signals. In general, preset conditions are extremely
difficult to reach to assure stealth, and once the conditions
are satisfied, the payload part is activated and then delivers
malicious effects to the original design, resulting in altering
intended functions, reducing chip performance, leaking secret
information or denial of service, etc.

To assure the trustworthiness of circuits’ implementations
on FPGAs, various HT detection methods have been proposed
covering all phases of the circuit lifecycle. The fundamental
idea is to identify extra influences (e.g., circuit functionalities,
security properties or side-channel behaviors) introduced by
HTs. Logic testing methods aim to detect functional modifi-
cations caused by HTs [8]. Formal verification-based methods
aim to check whether the formalized specification of the design
violates certain security properties [9]. Among them, the most
heavily investigated is side-channel-based methods. Since HT's
will inevitably make an impact on side-channel behaviors of
the FPGA design, side-channel-based approaches identify HT's
by comparing side-channel parameters of designs under test
and those of golden references [10]. These approaches are non-
destructive, cost effective, and have no need for complete HT
activation, making them stand out among various HT detection
methods. Starting from the power consumption [11], multiple
side-channel parameters have been exploited in side-channel-
based approaches, such as timing, electromagnetic radiation,
thermal, etc.

A successful side-channel-based HT detection requires
collecting adequate side-channel traces with a high signal-
to-noise ratio (SNR). In this process, the noise from the
external environment and internal circuits will significantly
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affect the final HT detection efficacy. As a result, how to
collect side-channel data is of great importance. Taking the
mostly exploited power side-channel-based methods for exam-
ple, off-chip measurements are realized by measuring the
voltage over a shunt resistor [12]. The environmental noise will
disturb the traces collected by the external probe inevitably.
Although multiple preprocessing approaches can be leveraged
for data denoising, environmental noise cannot be filtered thor-
oughly, and a part of the useful information may also be
erased together. Furthermore, there are some situations where
monitoring the voltage variations using external equipment is
infeasible, such as distributed IoT nodes. With abundant on-
chip resources on FPGAs, it is more flexible to implement
on-chip sensors that can typically achieve a higher SNR for
on-chip measurements since they are less affected by external
noise.

On-chip sensors deployed on the FPGA platform is
important for accurately monitoring of voltage fluctuations.
Researchers have proposed to use on-chip sensors realized
by reconfigurable logic, e.g., ring oscillators (ROs) [13]
and time-to-digital converters (TDCs) [14], instead of dedi-
cated on-chip sensors integrated on FPGAs. In this article,
we propose an on-chip security framework to monitor the
anomalous voltage fluctuations on the FPGA power distribu-
tion network (PDN) caused by HTs. A parameter-adjustable
TDC security primitive is designed, adjusted, and prede-
ployed on target FPGAs. To the best of our knowledge,
this is the first TDC-based HT detection method on FPGAs.
Overall, the main contributions of this article are listed
as follows.

1) An on-chip security framework is established to ensure
the trustworthiness of circuit implementations on FPGAs
at runtime, and the core of the framework is a parameter-
adjustable TDC security primitive that is predeployed
on FPGAs to accurately monitor the transient voltage
fluctuations.

2) Sensitivity analysis of the TDC and on-chip variations’
influence on the TDC are investigated to improve the
detection accuracy. Furthermore, constraints of TDC
configurations are optimized to be packaged into an
opensourced hard IP core! that can be incorporated
among different FPGA platforms within the same
bracket.

3) Onboard experiments are performed to validate the effect
of the on-chip framework under two fundamental HT
detection scenarios. It is validated that the TDC-based
sensor can capture voltage fluctuations, regardless of
whether the HTs are activated.

The remainder of this article is organized as follows.
Section II introduces the relevant background. Section III
discusses the overall framework of proposed on-chip HT
detection using TDC-based sensor. The effectiveness of our
method is validated through experiments in Section IV. The
overall article is concluded in Section V.

IThe IP core is available online at: https://github.com/AndrewMzZ/TDC-
based-Security-Primitive.
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II. BACKGROUND
A. Attack Model

HTs can be implanted at different phases for FPGA-based
system designs, including prefabrication, fabrication, and post-
fabrication [15], [16]. We assume that the FPGA fabrication
and corresponding tool chains are trusted and the adversary
exists in the post-fabrication stage. In terms of trigger condi-
tions, HTs can be classified into combinational and sequential
types. Combinational HTs will remain dormant unless a spe-
cific set of rare nodes occurs. While for sequential HTs,
the condition of activation is generally a specific sequence
of logic states. Compared to combinational ones, sequential
HTs are more difficult to detect and can closely monitor the
internal logic status of the original circuit’s implementations
on FPGAs. Therefore, the proposed method primarily focuses
on the detection of sequential HTs.

According to the FPGA design flow, the adversary can
complete HT insertion by modifying RTL codes, netlist files,
bitstream files, etc. Modifying RTL codes is the easiest way
for HT insertion because the logic units and the corresponding
connections are explicit in the behavioral or structural space.
However, HTs may be trimmed during the synthesis process
and thus loses their partial or complete functionalities [17].
Meanwhile, the modifications of the bitstream are extremely
complex for HT insertion since the basic information of the
bitstream organization is not publicly available. Therefore, we
assume that the adversary prefers inserting HTs in the post-
synthesized netlist like netlist circuit description (NCD) files.
The NCD file can be converted to a readable xilinx design
language (XDL) file that contains specific FPGA resources
and corresponding connections. After inserting HTs, the XDL
file can then be reverted back to the NCD file for fur-
ther implementing. For Vivado-based design flow, the HTs
can be inserted by modifying the design checkpoint (DCP)
file following similar routines. Finally, the HT-contaminated
bitstream file is generated and configured onto the FPGA.

During HT detection, the acquisition of the golden model
is of great importance. In this framework, the trusted design
(HT-free circuit) can be implemented on the identical FPGAs,
in the form of the bitstream files. The trusted data can be
collected from large numbers of FPGA implementations, and
will serve as a golden model through post-processing like on-
chip variations reduction. Also, the above process should be
performed in a trusted (controlled) environment. Therefore,
the adversary could not interfere with the process to obtain
the golden model.

B. On-Chip HT Detection Methods

The principle of on-chip detection is to monitor side-channel
parameters inside the circuit utilizing embedded on-chip sen-
sors. With minimal area and power overheads, this type
of detection method can achieve more accurate results than
off-chip methods and can be used along the entire lifetime
of the circuit. The verification processes are completed by
comparing the response of on-chip sensors with reference
designs. Furthermore, with the well-designed framework and
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Fig. 1. On-chip security framework.

specific peripherals, the on-chip methods can achieve runtime
detection.

ROs are more generally used for on-chip HT detection
heretofore, and ROs are composed of an odd number of invert-
ers that are chained together in a ring formation (i.e., the
output of the last inverter is fed back as input to the first).
When the HT consumes extra power, the voltage supplied
to the oscillator decreases, resulting in a lower frequency of
ROs’ oscillations. Zhang and Tehranipoor [18] allocated an RO
network (RON) across the entire chip and combined with the
principal component analysis (PCA) to identify HT-inserted
integrated circuits (ICs). The authors exploit an RON to mon-
itor the static distribution of the supply voltage over an IC’s
surface, and an adaptive t-test is applied to distinguish the
static impact of HTs insertion [19]. An RON can also serve
as thermal sensors to detect temperature differences introduced
by HTs [20]. The sensitivity of RON in terms of HT’s switch-
ing activities was analyzed in earlier work [21]. Moreover, the
detection results subject to the spatial distribution, where ROs
close to the HT show more efficient responses.

Since the restrained length of a single oscillation ultimately
determines the resolution of ROs, the path for the ring for-
mation must be as short as possible. For FPGAs, the ROs
can only be realized using lookup tables (LUTSs) as inverters,
and its output is routed through a switch matrix back to the
inputs of the configurable logic blocks (CLBs). These rela-
tively long inverter connecting paths have irreducible lengthy
delays, thus the resolution of ROs is limited. Furthermore,
previous works have proved that RO-based sensors are bet-
ter suited for sensing static effects, while power transients are
undetectable [14], [22]. With the consideration that carry-chain
primitive on FPGAs has minimal delay, TDC-based sensors
for monitoring transient voltage fluctuations on local FPGA
have already been studied [4], [23]. In terms of the remote
key recovery attack, the efficacy of TDC-based sensors is fur-
ther validated on cloud FPGAs such as Amazon EC2 Fl1, as
reported in [24]. However, there lacks work on the analysis of
TDC-based on-chip HT detection for FPGA implementations.

C. HT Detection Principles

In the proposed on-chip HT detection framework, the TDC-
based on-chip sensor is predeployed in FPGAs, and the sensor
primitive is logically separated from other circuit parts to serve
as a standalone verification module for HT detection. The TDC
sensor can be packaged as a hard IP core that is transferable
among certain ranges of different FPGA platforms. Whether

implemented as a hard IP core or not, we assume that the
TDC-based sensor itself can not be tampered by attackers,
and the noninterference feature of the sensor primitive can be
guaranteed leveraging Pblock [25] or other techniques alike.
In this article, two fundamental HT detection principles are
considered corresponding to different scenarios that a security
examiner can handle. Here, the security examiner represents
the person who will examine whether ICs are tampered by
HTs.

The first one is the gray-box model that assumes the secu-
rity examiner is able to trigger HTs through particular stimuli,
such as activation generation [26] and test generation [27]. In
this scenario, the activated payload will result in extra power
variations due to its switching activities. The second one is the
black-box model that assumes the security examiner does not
have the capability to fully trigger the unknown HTs, which
is more common in real applications. Although the security
examiner cannot fully trigger the HTs, the HT's can still be par-
tially triggered because the HTs’ trigger parts keep monitoring
the internal logic status. Thus, in this scenario, the power vari-
ations mostly come from the alterations of the original circuit
design itself and the activities of the HTs’ partial trigger parts.

III. ON-CHIP SECURITY EVALUATION FRAMEWORK

In this section, the proposed on-chip security framework
with a TDC-based hardware security primitive as the core
component is introduced. The whole framework is illustrated
in Fig. 1. It mainly includes three parts: 1) the FPGA devel-
opment flow starts from the RTL code design as shown in (I);
2) the TDC sensor security primitive or IP is designed and
adjusted as shown in @); and 3) the circuits together with
the preimplemented TDC security primitive are converted into
bitstream files for FPGA configuration as shown in 3). More
specifically, the TDC’s basic operating principles are first ana-
lyzed, and then we investigate the voltage fluctuations on
FPGA PDN due to the existence of HTs. Furthermore, the
sensitivity analysis of the TDC and the influences of on-chip
variations on the TDC are also demonstrated.

A. TDC Basics

In this section, the basics about the TDC structure, working
mechanism, and implementation details are introduced from
the security-oriented perspectives. As shown in Fig. 2, the
basic TDC design exploits a delay-chain structure that can
be utilized to measure tiny voltage fluctuations on FPGAs. Its
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Fig. 2. Delay-chain-based TDC.

core component is a tapped delay line consisting of a series of
delay elements, and these lines are separated into initial and
observable parts. For the observable part, signals in between
the delay elements are tapped to memory elements, i.e., two-
stage flip-flops (FFs). Since these delay elements are voltage
sensitive, voltage fluctuations can be represented as the propa-
gation distance of an input signal, i.e., the clock signal, through
the dedicated tapped delay lines. More specifically, the output
values of the TDC is the number of memory elements with
state “1” within the measuring range 7.

The TDC sensors on Xilinx FPGAs are realized utilizing
CLBs [4]. A CLB contains a pair of slices, in which each slice
consists of four LUTs, eight FFs, a network of carry-chain
logic, and three types of multiplexers. These fundamental ele-
ments allow the designers to implement sequential as well as
combinational logic. For the initial part of the TDC, its imple-
mentation is based on the elements with a less-area overhead
but higher delay, i.e., multiple LUT primitives. For the observ-
able part of the TDC, it is implemented using elements that
provide the smallest granularity per bit, i.e., carry-chain logic,
which is CARRY4 logic. Each CARRY4 consists of four con-
figurable carry logic stages, where intermediate bits can be
read out. This means that one CARRY4 can quantify the volt-
age fluctuations on the FPGA as four levels. For the memory
part, two-stage FFs are exploited to store the propagation
distance of the input clock signals, meanwhile, metastability
is also reduced. More specifically, the clock inputs of FFs
are driven by global clocks, which belong to the dedicated
networks of interconnects for synchronous elements across the
FPGA. These networks are designed to maintain low skew,
low duty cycle distortion, low power, and improved jitter tol-
erance [28]. Thus, the clock signal integrity is guaranteed by
the clock path that starts from the clock root and ends at the
final clock sink.

To improve the practical applicability, the structural adjusta-
bility is integrated into the generation for the TDC-based
hardware security primitive. We develop a script IPGEN?
to carry out this process. IPGEN will import a preconfig-
uration file and then create the TDC-based IP core and the
corresponding implementation constraints. The preconfigura-
tion file contains user-defined parameters that are referenced

2The corresponding script and IP core is available online at:
https://github.com/AndrewMzZ/TDC-based-Security-Primitive-with-Tunable-
Parameters
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to adjust the TDC structure. These parameters include the
instance name, the numbers of LUT, and CARRY4 elements,
respectively. The measuring range of the TDC-based sensor
is determined by the adjustment of the relative number of
LUTs and CARRY4s. The TDC-based IP core is specified in
an electronic data interchange format (EDIF) netlist used as
input to the Xilinx implementation tools. The implementation
constraints are exploited to maintain the instantiated order, in
which relative location constraints are applied to the above
groups of sensor elements. Using these files, the TDC-based
hardware security primitive can be deployed on the FPGA
platform without impacting the design under test.

B. Voltage Fluctuations Analysis-Based HT Detection

From the analysis in Section III-A, the TDC sensor will
monitor the voltage fluctuations on the FPGA caused by HTs,
thus it is necessary to know how the PDN of the FPGA
behaves under two fundamental HT detection principles. The
PDN includes a network from the voltage regulation mod-
ule on board down to internal power grids and every single
logic cell on the FPGA. During the FPGA operation, logic
cells draw current from the on-chip power grids under transi-
tion conditions (rise, fall, or stable). In general, on-chip power
grids can be modeled as a mesh of resistive, inductive, and
capacitive elements, as illustrated in Fig. 3. Hence, generated
branch currents flow within the power grids will lead to volt-
age fluctuations on the FPGA. Here, we regard the currents
draw by logic cells as independent current sinks in the power
grids. Therefore, the behavior of power grids can be formu-
lated by the modified nodal analysis technique [30], exactly
as the following first-order differential:

dv; )
Vdgt) = Aj- (0 (D

where v;(f),i = 1,2,...,n is the node voltages over time
and n is the node amount. G and C are the conductance
and capacitance matrix, respectively. i;(#),j = 1,2,...,m is
the time-varying current sinks, m denotes the sink amount,
and A; specifies where the current sink locates. Note that the
inductive elements of power grids have been neglected at low
frequency [31]. By solving (1), the node voltages v;(¢) can be
written as (2), where vg is the nominal supply voltage. From
these equations, it can be concluded that power grids have a
significant impact on the node voltages due to the nonideal

G-vit)+C
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Considering HTs inserted in the post-synthesized netlist,
malicious changes, such as adding/modifying the resources
and redundant interconnections, will affect the impedance of
FPGA power grids, thus affecting the FPGA voltage fluctua-
tions. This process will be explained starting from the logic
cells inserted by the adversary. These logic cells serve as either
the trigger part or the payload part of the HT. In order to sup-
ply power, the VDD and VSS pins of logic cells are connected
to the on-chip power grids by adding metal wires (see the red
part in Fig. 3). This means that extra current sinks, i.e., i;(#)
and A;, and impedance elements, i.e., C and G, are introduced
into the original design. The current sinks consist of static and
dynamic current components. Note that the characteristics of
dynamic current components are different for the two detec-
tion principles. In the black-box model, the dynamic current
components come from both the trigger and payload parts.
While in the gray-box model, the dynamic current compo-
nents mostly derive from the HT’s trigger parts. According
to (1) and (2), the HTs will always change the normal volt-
age fluctuations of FPGA PDN in both detection principles,
whether the HTs are activated or not.

C. Sensor Sensitivity Analysis

In this section, we will characterize the output behavior of
the TDC-based sensor as the voltage fluctuations vary. For the
delay chain in TDC-based sensor, fiypical denotes its propaga-
tion delay at the typical corner, i.e., nominal supply voltage,
room temperature and typical process. The values of #ypical are
provided by the foundry and serve as the baseline of the prop-
agation delay. When these conditions change, the propagation
delay tpq of delay elements will vary as follows:

Ipd = Kprocess'[l + (Kyoi-AV)] - [1 + (Ktemp ' AT)] * Ttypical
3)

where Kprocesss Kvolt, and Kiemp are the process derating
factor, voltage derating factor, and temperature derating fac-
tor, respectively. The voltage fluctuation AV is the deviation
between the current supply voltage and nominal supply volt-
age, and temperature fluctuation AT is the deviation between
the current temperature and room temperature. Under vari-
ous operating states, different instantaneous current demands
of the circuit lead to diverse voltage fluctuations across the
FPGA PDN. These voltage fluctuations can be quantified by
delay-chain-based TDC in the form of varying propagation
distance, which is expressed as (Section III-C)

T, 1
1—
Kprocess [14(Kyor- AV)] - [14(Kiemp - AT)]
“)
Under both the black-box model and the gray-box model,

the HTs that are inserted in the design can modify the
normal voltage variations. In the proposed on-chip security

S=
Ttypical
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framework, these anomalies are the monitoring objects of the
TDC-based sensor embedded in FPGAs.

D. On-Chip Variations Analysis

The on-chip variations, such as process, voltage, and tem-
perature variations have a strong impact on the output values
of the TDC-based sensor. These effects are briefly expressed
in (3) and analyzed in detail in this section.

The first type of on-chip variation is the voltage variation.
Due to the capacity and noise of the voltage regulator, the
voltage supplied to power pins of FPGAs may change within
the proportion of up to 10%. This will alter the power con-
sumption and delay of the design. To guarantee good stability
of the supply voltage, we power FPGAs utilizing a stabilized
direct current (DC) supply source with an accuracy of 0.05%.

The working temperature is the second type of on-chip vari-
ation that affects the power and delay for a circuit [32]. For
most cases, increased temperature will reduce transistor speed
and increase transistor leakage current. However, when coming
to technologies below 65 nm, especially in 28 nm and under,
the transistor switching speed increases as the temperature
increases. During the experiments, we keep the ambient tem-
perature as constant (room temperature 25°C) for the FPGA
used in the experiments.

Due to variations of physical parameters and fabrication
process parameters, transistors may have different threshold
voltages and channel lengths. In addition, interconnect lines
may have different widths, thicknesses, and contact resis-
tances. All of these bring about the third type of on-chip
variation, i.e., the process variations, which can be classi-
fied into two categories: 1) interdie variations and 2) intradie
variations. Due to their influence, the output values of the
TDC-based sensor will vary correspondingly, as shown in the
following:

Si =S + ASinter + ASintra (5)

where ASinter ~ N(O, aiiter) and ASingra ~ N(O, ai%ma) repre-
sent the effect of interdie and intradie process variations. They
both obey normal distribution with the corresponding standard
deviation [33]. As reported in [34], the intradie variation is
only 0.75 % while the interdie variation is 6.61 %. Hence, the
process variations appear mainly as interdie differences and
should be eliminated in the HT detection.

Hou et al. [35] exploited the intrinsic relationship between
transient current Ippr and quiescent current Ippo to reduce
the effect of the process variations. Cha and Gupta [36] used
test structures to calibrate the delay influenced by process vari-
ations. In this article, we adopt the chip averaging technique
proposed in [37] to reduce the effects of process variations on
the TDC-based sensor. The chip-averaging technique averages
the output values of the TDC-based sensor measured from
all chips. Since process variations follow the Gaussian dis-
tribution, the averaging operations will eliminate the majority
influence of process variations and reveal systematic anomalies
caused by HTs. The output values of the TDC-based sensor
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using the chip-averaging method are calculated as follows:

#chips

Z S;. (6)

i=1

1

S =
#chips

E. HT Detection Methodology

Theoretically, any analysis techniques can be leveraged for
the HT detection, since our framework concentrates on the
exploitation of the TDC-based on-chip sensor design and
optimization. In the following, we first exploit a multivariate
analysis technique, named PCA, to extract the statistical dif-
ferences among the sensor data [38]. Then, a simple one-class
classifier, i.e., minimum volume enclosing ellipsoid (MVEE)
is performed on the first three principal components to dis-
tinguish the differences introduced by HTs [39]. As shown
in (7) and (8), two security metrics are defined to quantify
the efficacy of HT detection. One is the minimum distance
between the spatial data set SJPCA of the testing circuit and
the MVEE Spcy of the reference circuit, denoted as Bpin. The
other is the probability that the data of S]PCA falls into the
ellipsoid Spca of the reference circuit, denoted as the false
detection rate Rpyse. A value of Bpin > 0 signifies that the HT
inserted in the testing circuit is identified successfully with-
out false recognition. Otherwise, the false recognition happens
with a possibility of Ry that classifies the HT-free circuits
into HT-inserted circuits by mistake

Bmin = min { min {d(a, b)} (7N
aeShpc, | PESPca
Riale = (SJPCA mSPCA)/SJPCA x 100%. 3

IV. EXPERIMENTATION VALIDATION
A. Experimental Setup

Fig. 4 shows the overview of the experimental setup. Our
experiment runs on the widely used hardware security eval-
uation platform SAKURA-G [40], featuring a main and a
control Xilinx Spartan-6 FPGA. The main FPGA is a Spartan-
6 XC6SLX75 FPGA for security implementations, controlled
by an auxiliary Spartan-6 XC6SLX9 FPGA. Note that to better
demonstrate the feasibility of the framework, three SAKURA-
G boards are utilized in the experiment. For HT detection, the
golden reference is obtained from these three boards by the
chip-averaging technique. As a proof of concept, we select a
128-b AES module [41] as the golden circuit, implemented
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Fig. 5. FPGA layout of the HT-free (left), enlarged layout of TDC structure
(middle) and HT-inserted circuit (right).

in the main FPGA at 48 MHz. This module occupies 1889
FFs and 1713 LUTs in terms of resource utilization. We use
the script IPGEN to generate the TDC-based sensor, which
consists of 28 LUTs and 16 CARRY4 elements. This sensor
is implemented together with the 128-b AES design, serving
as a hardware security primitive for detecting abnormal volt-
age fluctuations. A serial communication block, i.e., RS232,
is used to handle the communication between the PC and the
FPGA platform. The plaintexts required by the AES design are
transmitted by the RS232 in the control FPGA. Meanwhile,
the data in the TDC-based sensor are collected by the RS232
in the main FPGA linking the sensor with the PC.

Fig. 5 illustrates the entire layout of the main FPGA part.
The AES module is placed and fixed in the left lower part
of the main FPGA. Based on implementation constraints,
the TDC-based sensor is fixed on the left side of the cen-
ter region. Its overall location ranges from SLICE_XO0Y75 to
SLICE_X1Y98 in the FPGA layout. According to the user-
defined parameters, the location will be adjusted in the y
direction due to the number of used elements. Note that these
elements of this part are logically separated from the AES
module.

B. HT Insertion

To best determine how the proposed methods perform in
detecting HTs, a total of 21 HTs targeting the tampering of
the AES design are chosen from Trust-HUB [42]. Among
them, 18 HTs perform some sort of data-leak to compromise
the integrity of the circuit. The other three HTs (AES-T500,
AES-T1800, and AES-T1900) directly attack the battery life
of a power source attached to the host circuit. Besides, most
of the HTs are time based, getting activated after observing
a predefined sequence of input plaintext or the predefined
number of encryptions. The other two HTs (AES-T100 and
AES-T200) are always-on type. In our experiments, the Pblock
technique is applied to constrain the HTs into certain regions
(see Fig. 5) of the FPGA outside the AES module. Their
respective resource utilization is listed in the Table I.
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TABLE I
HT DETECTION RESULTS ON SPARTAN-6 FPGAS
Board 1 Board 2 Board 3
Benchmarks FFs LUTs Grey-box model Black-box model Grey-box model Black-box model Grey-box model Black-box model
Bmin Rfalse Bmin Rfalse Bmin Rfalse Bmin Rfalse Bmin Rfalse Bmin Rfalse
AES-T100 1974 1808 0.21 0% N/A N/A 0.56 0% N/A N/A 0.81 0% N/A N/A
AES-T200 1918 1749 0.71 0% N/A N/A 2.14 0% N/A N/A 0.99 0% N/A N/A
AES-T300 1947 1793 0.50 0% 0.98 0% 0.56 0% 0.58 0% 1.01 0% 0.96 0%
AES-T400 2389 | 2022 0.56 0% 1.13 0% 2.16 0% 2.16 0% 0.90 0% 0.78 0%
AES-T500 2021 1805 3.99 0% 0.23 0% 0.79 0% 0.76 0% 3.25 0% 1.52 0%
AES-T600 2364 | 2159 0.17 0% 0.06 0% 1.63 0% 1.64 0% 0.83 0% 0.74 0%
AES-T700 1975 1784 0.07 0% 0.59 0% 0.55 0% 0.56 0% 0.95 0% 0.77 0%
AES-T800 1977 1792 0.20 0% 0.06 0% 2.13 0% 2.18 0% 1.23 0% 1.01 0%
AES-T900 1974 1879 2.24 0% 0.72 0% 0.13 0% 0.16 0% 1.71 0% 1.55 0%
AES-T1000 | 1975 1766 0.05 0% 0.33 0% 2.10 0% 2.13 0% 0.91 0% 0.89 0%
AES-T1100 | 1978 1795 0.05 0% 0.06 0% 2.12 0% 2.14 0% 0.96 0% 0.93 0%
AES-T1200 | 1975 1883 0.73 0% 0.34 0% 0.10 0% 0.13 0% 1.68 0% 1.66 0%
AES-T1300 | 1948 1805 0.32 0% 0.21 0% 0.09 0% 0.14 0% 4.47 0% 4.36 0%
AES-T1400 | 1951 1863 0.30 0% 0.20 0% 0.12 0% 0.12 0% 2.60 0% 2.50 0%
AES-T1500 | 1933 1954 1.54 0% 0.62 0% 0.08 0% 0.09 0% 1.52 0% 1.41 0%
AES-T1600 | 2393 | 2144 0.10 0% 0.12 0% 2.25 0% 2.27 0% 0.83 0% 0.80 0%
AES-T1700 | 2388 | 2182 0.11 0% 0.08 0% 2.23 0% 2.27 0% 0.97 0% 0.92 0%
AES-T1800 | 1891 1776 0.12 0% 0.08 0% 0.56 0% 0.55 0% 0.95 0% 0.93 0%
AES-T1900 | 1891 1837 1.94 0% 1.41 0% 0.12 0% 0.11 0% 1.80 0% 1.79 0%
AES-T2000 | 2411 2286 0.70 0% 0.96 0% 2.18 0% 2.16 0% 1.14 0% 1.13 0%
AES-T2100 | 2403 | 2396 2.42 0% 2.35 0% 0.56 0% 0.55 0% 2.46 0% 2.43 0%
N/A: AES-T100 and AES-T200 are always-on type HTs which do not require to be triggered.
1.1 T T T T
—TDC Data

>¢

enable

Fig. 6. One instance of the power virus.

C. Sensitivity Validation of the TDC-Based Sensor

We first analyze the sensitivity of the TDC-based sensor.
This is achieved by associating its output values to the known
voltage changes in the FPGA. To do so, we exploit the RON
as the power viruses that create gradient voltage drops. Each
power virus consists of an inverter followed by an AND gate
and back into its own input port. As shown in Fig. 6, the
switching activity of the power virus is controlled by setting
the enable signal as O or 1. In this way, each power virus can
create two power levels according to its maximal and minimal
voltage fluctuations.

Altogether, there are 96 power viruses implemented on the
FPGA in the form of LUT primitive. Every three 3 continuous
distributed power viruses are grouped together to produce 33
gradient voltage fluctuation levels. As mentioned above, these
levels are adjusted by enabling the specific amounts of the
32 power virus groups. For each voltage level, 50 samples of
the TDC output are collected during the 300 sampling periods
at 48 MHz. These samples are averaged to obtain the steady
output values of the TDC-based sensor, which minimizes the
effect caused by internal noise. Meanwhile, we record the
actual voltage variations caused by power viruses using an
oscilloscope.

Based on the results shown in Fig. 7, the relation between
voltage fluctuations f(x) and TDC output values x can be built
as the linear regression equation: f(x) = 0.00094x + 1.042.
We use the coefficient of determination R? [43] to evaluate
the correlation between equation predicts f(x) and actual data

* Linear Regression

= =
& N
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3
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1.04 . . . . . .
10 20 30 40 50 60
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Fig. 7. TDC sensitivity analysis.

y(x), given as (9)

R ) )] ©)

Y[y —i@]

where $(x) is the mean of actual data. Note that an R* of 1
indicates that the equation-based predictions perfectly fit the
data. The value of R*> is 0.966 in our experiment, showing
that the linear regression equation is consistent with the mea-
sured data. Hence, the sensor resolution can be obtained by
computing the slope of the linear regression equation. Results
show that the TDC-based senor can provide approx 0.94 mV
of voltage resolution on average in overall experiments.

D. HT Detection Under Grey-Box Model

In this section, we will study the effectiveness of our on-
chip security framework under the gray-box model. Here, 50
groups of sensor data are collected and each data is averaged
with 16 replicate samples. Then, the chip-averaging method
is applied to the data measured from three HT-free boards
to minimize the effect of on-chip variations. In the gray-box
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Fig. 8. Three top principal components of PCA results (board 1) under the gray-box model and black-box model. (a) HT-free and HT-inserted circuits under
the gray-box model. (b) HT-free and HT-inserted circuits under the black-box model.

model, we assume that the security examiner will be able
to trigger the HTs before detection, thus the payloads will
be executing the designed malicious functions during detec-
tion. Table I shows the results obtained by applying the HT
detection method proposed in this article. All HTs inserted in
the AES design are identified successfully without occurring
false recognition. Take circuits implemented on the board 1
as an instance, we project the first three principal components
obtained by PCA onto the 3-D space. The MVEE encloses
the populations of the HT-free circuit and serves the purpose
of differentiating the circuit under testing into HT-free (i.e.,
inside the MVEE) and HT-inserted (i.e., outside the MVEE).
As shown in Fig. 8(a), these populations of the circuits tam-
pered by HTs are spatially separable with HT-free populations
enclosed by MVEE and no data intersection exists in the 3-D
space. Correspondingly, the minimum By, value is 0.05 mea-
sured by AES-T1000 and AES-T1100 circuits, respectively.
These results show that the TDC-based security primitive can
efficiently perceive voltage anomalies from HTs.

E. HT Detection Under Black-Box Model

In this section, we validate the efficacy of the on-chip
security framework under the black-box model. Similarly, 50
groups of sensor data with an average of 16 times are col-
lected. Then, the chip-averaging method is applied to the data
measured from three HT-free boards to minimize the effect
of on-chip variations. In the black-box model, we assume that
the security examiner has no capability to trigger the unknown
HTs. This is a more realistic scenario in which payloads keep
dormant during detection. Also, results obtained by apply-
ing the HT detection analysis are listed in Table I. It can
be seen that all HTs inserted in the AES design are iden-
tified successfully without occurring false recognition. Take
circuits implemented on the board 1 as an instance, we project
the first three principal components obtained by PCA onto
the 3-D space. The MVEE encloses the populations of the
HT-free circuits and serves the purpose of differentiating the
circuit under testing into HT-free (i.e., inside the MVEE) and
HT-inserted (i.e., outside the MVEE). As shown in Fig. 8(b),

TABLE 1T
HT DETECTION RESULTS ON ARTIX-7 FPGA

Grey-box model Black-box model

Benchmark

enchimarks Bmin Rfalse Binin Rfa,lse
AES-T300 0.59 0% 0.19 0%
AES-T1800 1.54 0% 1.59 0%

these populations of the HT-inserted circuits all fall outside the
MVEE that encloses the HT-free populations. It can be seen
that no data intersection exists between these two type popu-
lations in the 3-D space. Correspondingly, the minimum B,
value is 0.06 detected from AES-T600, AES-T800, and AES-
T1100, respectively. These results validate the on-chip security
framework, validating that the TDC-based security primitive
can efficiently perceive voltage anomalies from HTs. Overall,
HT detection under the above two models can achieve 82%
accuracy with a false-positive rate of 36%.

F. Scalability Analysis

To validate the scalability of the proposed TDC-based HT
detection, we duplicate the experiments on the AX7035 plat-
form featuring an Artix-7 XC7A35T FPGA. The same AES
module is selected as the golden circuit and implemented on
the Artix-7 FPGA at 50 MHz. Using the script IPGEN, the
TDC-based sensor is obtained composed of 21 LUTs and 16
CARRY4 elements. As a proof of principle, we select the
AES-T300 and AES-T1800 for HT insertion and detection,
which leaks sensitive data and attacks the battery life, respec-
tively. As discussed in Sections IV-D and IV-E, 50 groups of
sensor data are collected and each data is averaged with 16
replicate samples. The Gaussian noise are added to mimic the
effects the 0.75 % interdie variation and 6.61 % interdie vari-
ation. Under both gray-box model and black-box model, the
results obtained by applying the chip-averaging and HT detec-
tion analysis are listed in Table II. It is validated that both HT's
inserted in the AES design are identified successfully without
occurring false recognition.
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V. CONCLUSION

In this article, we proposed a novel on-chip security frame-
work to detect whether FPGA-based designs are contaminated
by HTs. The key idea is the exploitation of the TDC secu-
rity primitive for monitoring voltage fluctuations of FPGA
PDN. This TDC-based sensor is parameter-adjustable and
packaged into a hard IP core. In two main detection sce-
narios, actual experiments demonstrated the efficacy of this
method on detecting HTs under on-chip variations. For future
work, we will design TDC-based security primitive with more
precision to detect possible HTs with smaller sizes. More
advanced classification algorithms will be incorporated into
our on-chip HT recognition framework. Also, future work will
decouple dependency on the pre-existing golden model and
realize complete runtime HT detection.
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