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Circuits Side-Channel Resilience Utilizing
Three-Independent-Gate Silicon Nanowire
Field Effect Transistors-Based
Current Mode Logic

Yanjiang Liu

Abstract—Side-channel attack (SCA) is one of the physical
attacks, which will reveal the confidential information from
cryptographic circuits by statistically analyzing physical manifes-
tations. Various circuit-level countermeasures have been proposed
as fundamental solutions to eliminate the correlations between
side-channel information and circuit’s internal operations. The
existing solutions, however, will introduce nonnegligible power
and area overheads, making them difficult to be deployed
in resource-constrained applications. In this article, a novel
three-independent-gate silicon nanowire field effect transistor
(TIGFET) with the intrinsic SCA-resilience characteristics is
introduced to balance the tradeoffs among cost, performance,
and security of cryptographic implementations. We construct six
TIGFET-based current mode logic (CML) gates that can retain
lower power variation under all possible transitions compared
to the CMOS counterparts. As a proof of concept, advanced
encryption standard (AES), SM4 block cipher algorithm (SM4),
and lightweight cryptographic algorithm PRESENT are imple-
mented utilizing the TIGFET-based CML gates. Correlation
power attack is performed to evaluate the improvement of SCA
resilience. Simulation results verify that the TIGFET-based cryp-
tographic implementations decrease 42.37% area usage, lower
61.16% energy efficiency, reduce 5.35x power variation, and
achieve a similar level of SCA resistance compared to the CMOS
counterpart, which is applicable for the resource-constrained
applications.
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I. INTRODUCTION

LTHOUGH cryptographic algorithms are proved math-

ematically secure, their hardware implementations are
facing side-channel attacks (SCAs) which try to recover the
secret information by analyzing the physical manifestations
such as timing, power, electromagnetic, etc. The SCA was
proposed by Kocher in 1996 using power information. After
that, numerous SCA approaches, including simple power
analysis (SPA) [1], differential power analysis (DPA) [2], cor-
relation power analysis (CPA) [3], and template attack (TA) [4]
have been explored to reveal the sensitive information of
cryptographic implementations.

SCAs recover the key of cryptographic circuits due to
the side-channel information is related with logic/circuit-level
operations. To improve the resistance against SCAs, numerous
circuit-level SCA countermeasures, including the current mode
logic (CML) [5]-[7], FinSAL [8], EE-SPFAL [9], D3C [10],
PGM [11], and so on, have been developed to reduce the
internal correlations between the power consumption and logic
operations. Although all the existing circuit-level countermea-
sures enhance the security level of hardware implementations,
it introduces nonnegligible power and area overheads, which
make them difficult to be deployed in resource-constrained
applications. Therefore, circuit-level SCA countermeasures
have always been criticized for its applicability.

Recently, emerging devices have already shown their poten-
tials in hardware security applications relying on their unique
and unconventional properties. Some SCA-resistant circuits
based on the emerging transistors are proposed to achieve
the goals of high security and low cost, including the flip-
flops based on the three-independent-gate silicon nanowire
field effect transistors (TIGFETs) [12], [13], CML gates
based on the tunnel FETs (TFETs) [5], [7], [14]-[16],
XOR/XNOR gate based on the TIGFETs [17], and so on.
To the best of our knowledge, the TIGFET is the only one
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transistor with two symmetric polarity gates, which has the
symmetric I-V behavior. The symmetrical I-V characteristics
of TIGFET decrease the power differences under two transi-
tions (0— 1 and 1—0), which provide inherent resilience to the
SCA. Furthermore, several TIGFET-based compact gates (e.g.,
NAND, XOR, and multiplexer) can be designed with less tran-
sistors compared to the other emerging transistors. Of all the
existing emerging transistors, the TIGFET is the only candi-
date for the high-security and high-performance cryptographic
circuits design.

In this article, we will leverage the symmetric I-V character-
istics of TIGFETsS to design SCA-resistant circuits which can
achieve all desired properties with improved metrics of power,
area, and security. Specifically, we set up an SCA-resistant
library based on the TIGFETs, including the INV, AND, OR,
XOR, Latch, and Flip-Flop. The performance and security char-
acteristics of these logic gates are evaluated under all possible
logic transitions. Then, simplified advanced encryption stan-
dard (AES), SM4, and PRESENT circuits are implemented
with this library, and CPA is then performed on the proposed
design to prove its SCA-resilience. The main contributions are
listed as follows.

1) The SCA-resistance characteristics of TIGFET are ana-
lyzed, and the CML and TIGFETs are combined to
design low-cost and high-security gates.

2) An SCA-resistant library based on the TIGFET is built.
To the best of our knowledge, this is one of the first
pioneer attempts to cover all basic SCA-resistant logic
gates upon TIGFETsS.

3) All designed gates are compatible with the traditional
integrated circuit design process, and three crypto-
graphic circuits using this library retain the SCA-
resistance characteristics without sacrificing the main
performance metrics, e.g., area and power.

The following of this article is organized as follows.
Section II introduces the circuit-level SCA countermeasures.
Section III presents the major vulnerabilities of CML and
its low-cost solutions. Section IV gives the SCA-resistant
library based on the TIGFET and its security evaluation.
Section V describes three cryptographic implementations with
the SCA-resistant library and analyzes the CPA attack results.
Section VI concludes this article.

II. RELATED WORK OF CIRCUIT-LEVEL SCA
COUNTERMEASURES

Concerning the catastrophic consequences caused by SCA
in the cryptosystems, numerous side-channel prevention meth-
ods have been proposed over the past few decades. Of
all the existing methods, circuit-level SCA countermeasures
have become the most promising SCA prevention approaches.
From [18], gate-level masking method is first presented
to make the power consumption independent of the pro-
cessed data by redesigning the basic logic gates. Furthermore,
Trichina et al. [19] introduced several masked circuits, and
De et al. [20] proposed a path-balanced masked dual-rail
precharge circuit based on binary decision diagram. However,
first-order masking schemes cannot thwart the high-order
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DPA attack; thus, high-order masking techniques are heavily
focused in [21]. More specifically, a random switching logic
presented in [22] is proposed to resist the second-order SCA.
Nevertheless, the outputs’ transitions of masked logic gates are
still dependent on the input transitions when clock or power
supply glitch is injected [23]. Several works described in [24]
and [25] perform a successful attack on the masked hardware
implementations with glitches.

To prevent the glitches attack, numerous transistor-level hid-
ing approaches have been investigated to hide the processed
data of cryptographic implementations. Tiri and Verbauwhede
proposed a complementary logic SABL in [26], and its
improvement WDDL [27]. To further improve the security
level, masking schemes are applied into the WDDL and
several improvements have been presented, including the EE-
SPFAL [9], SC-DDPL [28], RO-BDD [29], ADDL [30], and
so on. Although the WDDL and its improvements are com-
patible with the design process of the integrated circuit, it still
leaks side-channel information due to the asymmetric rout-
ing and unbalanced load conditions. Therefore, full-custom
differential logic styles, which are well designed, placed and
routed, are proposed to enhance the weaknesses of the masking
schemes. In [31] and [32], a delay-based dual-rail precharge
logic is presented, which is insensitive to unbalanced load
conditions. Besides, Bucci et al. [33] proposed a three-phase
dual-rail precharge logic and Badel et al. [34] built some
generic standard cells based on the CML. Concerning the low
latency and stable power consumption, CML has been widely
recognized by researchers. Hassoune et al. [35] introduced a
low-swing CML, and Cevrero et al. [36] proposed a standard
cell library PG-MCML to reduce the static power consumption
of MCML-based cryptographic circuits.

Furthermore, the existing circuit-level SCA countermea-
sures based on the emerging devices are also explored to
reduce the power consumption of cryptographic circuits. More
specifically, the TFETs and TIGFETs are utilized to reduce
the area overhead and power consumption of cryptographic
circuits. Bi er al. design a TFET-based library for the DPA-
resilient block cipher design [5], [7], [14]-[16]. But the secure
flip-flop is still not described. Furthermore, a true single-
phase clock (TSPC) flip-flop based on the TIGFETs [13] and
modified TSPC [12] are introduced. Besides, several secure
combinational cells based on the TIGFETS are presented [17].
However, these schemes still introduce nonnegligible area
overheads, which make the CML difficult to be deployed in
the resource-constrained applications.

III. CURRENT MODE LOGIC VULNERABILITIES AND
THEIR SOLUTIONS BASED ON TIGFETS

As shown in [5]-[7], the CML provides a constant current
value with 2x area overheads, which has been proven as an
effective way against SCA among all the existing circuit-level
countermeasures. Therefore, the CML is introduced to design
the SCA-resilience circuits in this article.

The general structure of CML is illustrated in Fig. 1(a),
which is mainly composed by the pull-up network, the pull-
down network, and the tail current source. The pull-up network
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Fig. 1. CML. (a) Basic structure of the CML. (b) Structure of the TIGFET-
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Fig. 2. (a) Structure and (b) symbol of a TIGFET.

works as the load resistor and achieves a voltage swing on the
output, i.e., OUT and OUT, and the load resistance value R
determines the output voltage swing. The pull-down network
implements the differential logic function according to the dif-
ferential inputs, i.e., IN and IN, and provides a complementary
output in every clock cycle. The n-type transistor operates in
the saturation region as a tail current source and the voltage
value of the gate (denoted as Vbias) determines the amplitude
of a current flowing to ground.

Considering the differential structure, such a logic style
offers high robustness to the ambient noises, e.g., cross talk
noise and power/ground noise. But the current of pull-up
and pull-down networks is not the same that can be used to
infer the internal transitions. Besides, such a differential struc-
ture uses more than twice as much the area footprints of the
traditional gates and the tail current source results in a signif-
icant increment of static power [7]. Note that the symmetric
I-V characteristics of TIGFETSs can balance the current flow-
ing through the pull-up and pull-down networks, and its low
leakage characteristics and complex Boolean function config-
urations can realize the low-cost scheme for a cryptographic
design [17]. Therefore, we exploit the TIGFETS to balance the
tradeoffs among area footprints, power overheads, and security
characteristics of CML for the cryptographic implementations.

Fig. 2 shows the structure of TIGFET [37]. Source gate
(denoted as S) and drain gate (denoted as D) connect with
three vertically stacked silicon nanowires, and three gate con-
tacts [polarity gate at the source (PGS), polarity gate at the
drain (PGD) and control gate (CG)] exist between the S and
D. Compared to the traditional CMOS transistor, the TIGFET
has two additional independent gates that control the device’s
electrical characteristics. The CG controls the channel conduc-
tion or not, and the PGS and PGD jointly determine electrons
or holes flowing through the channel. A TIGFET can real-
ize several complex Boolean logic functions by combining
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Fig. 3. I-V curves of TIGFET with the different drain—source voltages.

the bias configurations of CG, PGD, and PGS, e.g., two series
n-type/p-type FETs and XOR, and the detailed bias gate condi-
tions are presented in [38]. For a complex circuit, it requires a
smaller number of TIGFETs compared with the CMOS coun-
terparts. For example, a 32-bit adder based on TIGFETSs has
2.05x lower total area and 3.83x lower energy-delay prod-
uct [39]. Thus, the TIGFET presents an appealing option for
area-constrained cryptographic systems.

Furthermore, the TIGFET can be configured as a p-type
FET and n-type FET with the default bias gate conditions,
and its DC transfer characteristics with the different of drain—
source voltage (V(D, S)) are shown in Fig. 3. The red and
blue lines represent the drain—source current (I(D, S)) of p-
type FET and n-type FET, respectively, V(D, S) scales from
0 to 0.7 V, and the sweep voltage of V(D, S) is 0.1 V. The
I(D, S) varies with V(D, §) and V(CG,S). Regarding Fig. 3,
the I(D, S) of p-type FET decreases with the increase in
V(CG, S), while the I(D, S) of n-type FET increases with the
increase in V(CG, S). Besides, two I-V curves of each V(D, S)
are symmetrical to each other and the vertical symmetry axis
is V(CG, S) = 0.3 V. The symmetric [-V characteristics show
that the p-type FET and n-type FET have the same power dissi-
pation process; thus, the TIGFETs consume the same amount
of power under all possible input transitions. Although the
CML retains extremely low-power variations for all transi-
tions, such structure based on the CMOS are vulnerable to
SCA due to the current of pull-up and pull-down networks is
not the same. The symmetric I-V characteristics of TIGFET
can help to balance the power variations of all transitions.
Therefore, we build CML based on TIGFETs’ symmetric
properties such that we can achieve a high SCA-resistance
level without sacrificing area cost and power overhead.

IV. TIGFET-BASED SCA-RESILIENCE LIBRARY DESIGN
AND SECURITY EVALUATION

For the logic gates in cryptographic circuits, the power con-
sumption under different input transitions (e.g., 0—1, 1—0,
0—0, and 1—1) differs from each other, and these power dif-
ferences can be exploited to reveal the data transitions using
the power attack model. The total power consumption of cryp-
tographic circuits is the sum of all the switching logic gates,
and the power variation of each logic gate directly deter-
mines the SCA-resilience of cryptographic circuits. Therefore,
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Fig. 4. Structure of four TIGFET-based CML gates: (a) AND; (b) OR;
(c) XOR; and (d) Latch.

we design several TIGFET-based basic gates that can enable
low-power variations with all types of input transitions and
maintain high performances (e.g., area overhead and power
consumption) compared to the CMOS counterparts, and eval-
uate the SCA-resilience characteristics of these basic gates in
this section.

A. Development of TIGFET-Based Standard Cells

As introduced in [39], p-type FETs and n-type FETs are
obtained by configuring different bias gate conditions, and
various logic circuits can be built with these TIGFETs. The
structure of TIGFET-based inverter/buffer (denoted as INV)
is depicted in Fig. 1(b). Two p-type TIGFETs (M1 and M2)
form the pull-up network and both M1 and M2 work in the
amplification region. The CG of M1 and M2 (denoted as
VP) determines the voltage swing. Meanwhile, two n-type
TIGFETs (M3 and M4) perform the differential function, and
MS5 provides a constant current /. The voltage value of CG
(denoted as Vbias) determines the magnitude of /. When the
IN and IN are logic “1” and “0,” respectively, M3 is turned
on, the current / flows through the left-handed branch of INV,
and the voltage value of OUT and OUT are VDD—/xR and
VDD, respectively. The voltage value of OUT and OUT are
VDD and VDD—IxR, respectively, when the IN and IN are
logic “0” and “1.” Note that /xR is the voltage swing value,
and VDD and VDD—IxR represent the logic “1” and “0,”
respectively.

Furthermore, four other TIGFET-based CML gates are
designed and its structure is shown in Fig. 4. For the TIGFET-
based CML AND shown in Fig. 4(a), M3 is turned on and the
output Onanp is logic “0” when the input A and B are logic
“1.” Otherwise, M4 or M5 is turned on, and the output ONAND
and Oanp are logic “1” and “0,” respectively. The timing
waveform of TIGFET-based CML AND is shown in Fig. 5
and the results are consistent with the AND’s logic function.
Moreover, the OR, XOR, and Latch, respectively, shown in
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Fig. 6. Structure of TIGFET-based sMSFF.

Fig. 4(b)—-(d) are also simulated and the timing results are
accord with the corresponding logic function.

In sequential circuits, the flip-flop is the main source of
side-channel information leakage due to the side-channel
information of the sequential circuit is synchronized on a
rising/falling clock edge [40]. In order to eliminate the
internal relationship between the data transitions and side-
channel information, a TIGFET-based single master—slave
flip-flop (sMSFF) is constructed in this article. The struc-
ture of sMSFF is illustrated in Fig. 6, which is com-
posed by one NOR gate, one AND gate, and four TSPC
Flip-Flops.

For the sMSFF, three dummy TSPC Flip-Flops are added
to ensure a 0—1 and 1—0 transition in each transition.
Traditionally, a Flip-Flop can be formed by two D-type
Latches; thus, the CML-based Flip-Flop needs 14 TIGFETs.
To further reduce the area, a TSPC Flip-Flop presented in [38]
formed by eight TIGFETs is used as the Flip-Flop of sMSFF.
The period of enable signal (denoted as EN) is four times that
of the clock signal (denoted as CLK). When the EN keeps
at the logic “1,” sSMSFF stays in the precharge stage, and the
output Q1 and Q3 remain at logic “0.” When the EN keeps
at the logic “0,” sMSFF enters in the evaluation stage and the
value of D propagates to the output. Q1 and Q3 are assigned
by D and its opposite value D, respectively, at the rising edge
of CLK, while Q2 and Q4 capture the value of QI and Q3
at the next rising edge of CLK, respectively. The NOR and
AND gates are utilized to generate a differential signal pair
(D and D) at the evaluation stage and keep the outputs at logic
“0” at the precharge stage. The simulated timing waveform of
sMSFF is shown in Fig. 7.

B. Performance and Security Evaluation of Standard Cells

In this article, 10-nm TIGFET and CMOS device SPICE
models are used to evaluate the performance and security
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Fig. 7. Timing waveforms of TIGFET-based sMSFF.

characteristics of the proposed standard cells. As described
above, VP and Vbias determine the power variations of CML-
based logic gates. Therefore, voltage sweeping analysis on VP
and Vbias is performed and the transistor size is also adjusted
to ensure the relatively low-power variations under all possible
transitions. When the VP and Vbias of TIGFET-based CML
gates are set to 0.25 and 0.5 V, respectively, the variation of
power dissipation reaches the minimum value.

The normalization energy deviation (NED) and maximum
current variation (MCV) are widely used to evaluate the
power variations under all possible transitions [6], which are
described in (1) and (2), where E;(¢) and E;() are the con-
sumed energy under the ith and jth transitions, and E and I
are the consumed energy matrix and maximum supply current
matrix for all possible transitions, and /;(f) and I;(¢) are the
maximum supply current under the ith and jth transitions

Ei(t) — Ei(1)
NED = argmax ————— x 100% (1)
E;(1),Ej(1)€E(1) max(E)
Li(t) — L(t
MOV = argmax 000 400q, 2)
IAGRAGIS (6] max(I)

Fig. 8 compares the power variations of TIGFET-based and
CMOS-based CML AND gate. As shown in Fig. 8, the maxi-
mum supply current of TIGFET-based CML AND gate ranges
from 1087.8 to 1098.5 nA, while the CMOS-based CML AND
gate falls within the range of 2066.7-2087.5 nA. The TIGFET-
based CML AND gate reduces 1.9x supply current compared
to the CMOS counterparts. The NED and MCV of TIGFET-
based CML AND gate are 0.42% and 0.97%, respectively,
while the CMOS-based CML AND gate are 0.9% and 0.99%,
respectively.

Moreover, other standard cells are simulated under the same
bias conditions, and the average energy under all possible tran-
sitions is calculated to quantify the energy efficacy. For the
average energy result shown in Fig. 9(a), the average energy of
TIGFET-based logic is smaller than the corresponding CMOS-
based counterpart. More specifically, the TIGFET-based logics
lower 55.96% energy compared to the CMOS counterparts.
Furthermore, the MCV and NED between the TIGFET-based
and CMOS-based logics are used to evaluate the power vari-
ations and the results are shown in Fig. 9(b) and (c). The
NED and MCV of TIGFET-based logics, respectively, are
less than 1% and 3.5%, which shows that these basic logic
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gates maintain a constant power dissipation under various
transitions.

Overall, the TIGFET-based basic logic achieves stable
power consumption with lower energy compared to the
CMOS-based logic. It is worth noting that the invariant power
consumption provides no information about the data transi-
tions. Therefore, it is extremely difficult to retrieve the secret
information of the cryptographic implementation using the
SCA. Although we only present six basic logic gates in the
library, more complex logic functions can be obtained using
these standard cells. In the next section, cryptographic circuits
are implemented with these TIGFET-based standard cells and
CPA is performed to evaluate their SCA-resilience.

V. SCA-RESILIENCE EVALUATION OF CRYPTOGRAPHIC
CIRCUITS

A. Performance Analysis

AES, SM4, and PRESENT have been widely applied in the
critical applications and sensitive fields, such as communica-
tion, finance, Internet of Things, and so on. To better assess
the SCA-resilience efficacy of the proposed design, a 16-bit
cryptographic datapath instead of a full cryptographic circuit
is adopted using this library [41]. However, the other cryp-
tographic datapaths, modules, and experimental noises will
reduce the signal-to-noise ratio of a 16-bit cryptographic data-
path, and the SCA results of the 16-bit cryptographic datapath
cannot reflect the SCA-resilience efficacy of a cryptographic
implementation. In [43], the authors use random noise to over-
come the absence of noise in simulations. Similarly, a Gauss
noise is added to the simulated current traces for emulating the
influences of other modules and environmental noises in this
article. In general, other modules of design and experimental
noise easily mask the power consumption of the cryptographic
datapath. For the AES, the supply current of CML_CMOS
ranges from 650 to 1010 uA. Therefore, the mean and vari-
ance of Gauss noise are 1 mA and 0.05, respectively, which
can mask the total power dissipation of the 16-bit crypto-
graphic datapath. Where the design using the conventional
CMOS technology denoted as Basic_CMOS, and the CML cir-
cuits utilizing the CMOS and TIGFET technology denoted as
CML_CMOS and CML_TIGFET, respectively. As described
above, a TIGFET device has two additional gates compared
to the CMOS device, thus the area of a TIGFET device is
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TABLE I

PERFORMANCE COMPARISON BETWEEN DESIGN UTILIZING TIGFET AND CMOS TECHNOLOGY
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Circuits Performance Area Estimation (UST) | Average Energy (uW) | Delay Overhead (ps) | Maximum Current Variation (%)
Basic_CMOS 6032 20.26 299 97.12
AES CML_CMOS 10908 636.1 182.2 8.71
CML_TIGFET 7170 231.1 1920 3.48
Basic_CMOS 11372 40.8 59.91 95.84
SM4 CML_CMOS 18438 819.33 167.4 35.26
CML_TIGFET 11790 376.9 1897.9 2.6
Basic_CMOS 1240 0.82 655.28 99.16
PRESENT | CML_CMOS 5052 188.6 513.3 10.17
CML_TIGFET 2184 64.5 3045.96 34

* TIGFET area = 1.5 x # of CMOS.

approximately 1.5 x larger than a single CMOS [12], [13]. For
consistency, the equivalent unit size transistors (USTs) is used
to estimate the area usage of TIGFET-based cryptographic cir-
cuits. The area estimation of CML_TIGFET implementations
is 1.5 times the number of required TIGFETs. The area esti-
mation results are shown in the second column of Table I.
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occupies 3585 and 5454 transistors, and the 16-bit SM4 dat- (a)
apath requires 5895 and 9219 transistors, while the 16-bit
PRESENT datapath requires 2184 and 5052 transistors. From _
the area perspective, the simplified AES, SM4, and PRESENT <3
of the CML_TIGFET reduces 34.27%, 36.06%, and 56.77% gk ,,,,,,,,,,,
area overhead compared with the CML_CMOS, respectively. = AL
Overall, we achieve a significant reduction in area overhead 0 30 30 0@ 70 80 0 100
compared with the CMOS counterparts and the averaged area Sample Point
reduction is 42.37%. (b)

Simulations of the simplified AES, SM4, and PRESENT

Fig. 10.  Comparisons of Igyypy of 16-bit AES datapath implementation

are performed using the HSPICE. With the consideration
that SCA reveals the key byte by byte, the possible key
scales from 16’h0000 to 16’hOOFF. Moreover, the 16-bit
plaintext scales from 16’h0000 to 16’hO1FF are exploited
during the simulation. The supply current (Isupply) of the
16-bit AES datapath under 512 input transitions is shown
in Fig. 10. The first and last 50 sample points represent the
Lsupply at the precharge and evaluation stage, respectively. As
shown in Fig. 10, the Ippy of the CML_CMOS is much
larger than the CML_TIGFET. More specifically, the Isypply
of CML_CMOS ranges from 650 to 1010 wA, while the
Isupply of CML_TIGFET falls within the range of 330 to

under all 512 input transitions. (a) CML_CMOS; (b) CML_TIGFET.

416 pA. The TIGFET-based cryptographic designs reduce at
least 2.2x dynamic current compared to the CMOS-based
circuits. Moreover, the average energy is also calculated to
contrast the power consumption of the cryptographic circuits
between the CMOS and TIGFET technology. The average
energy of CML_CMOS and CML_TIGFET, respectively, are
636.1 and 231.1 uW, then, the CML_TIGFET of the sim-
plified AES consumes only 63.67% energy compared to the
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(h)

CPA results of AES, SM4, and PRESENT using CMOS and TIGFET technology. (a) CPA results of Basic_CMOS of AES. (b) CPA results

of CML_CMOS of AES. (c) CPA results of CML_TIGFET of AES. (d) CPA results of Basic_CMOS of SM4. (e) CPA results of CML_CMOS of SM4.
(f) CPA results of CML_TIGFET of SM4. (g) CPA results of Basic_CMOS of PRESENT. (h) CPA results of CML_CMOS of PRESENT. (i) CPA results of

CML_TIGFET of PRESENT.

CML_CMOS. Meanwhile, the average energy of the simpli-
fied SM4 and PRESENT is also calculated and the results are
shown in Table I. Regarding the Table I, the CML_TIGFET
of the simplified SM4 and PRESENT, respectively, reduce
54% and 65.8% energy compared to the CML_CMOS.
In summary, the CML_TIGFET decreases 61.16% energy
on average over the CML_CMOS, which shows that the
TIGFET: are efficient to be applied to the resource-constrained
fields.

The delay results are also depicted in Table I and the sim-
ulation time step is 1 ps. The delay of CML_TIGFET is
greater than the Basic_CMOS and CML_CMOS. More specif-
ically, the delay value of CML_TIGFET of AES, SM4, and
PRESENT, respectively, are 1.92, 1.89, and 3.05 ns, while
the CML_CMOS of AES, SM4, and PRESENT, respectively,
are only 1822, 167.4, and 513.3 ps. The CML_TIGFET
of AES, SM4, and PRESENT increases 10.53x, 11.36x,
and 4.93x delay compared to the CML_CMOS. Such non-
negligible delay overhead of TIGFET-based cryptographic
implementations is mainly contributed by Flip-Flops. Because
the proposed TIGFET-based Flip-Flop increases 10.29 x delay
cost compared with the CMOS-based counterpart. Moreover,
the TIGFET-based INV, AND, and OR increase 24.7%, 11.9%,
and 26.3% compared to the CMOS-based counterparts. In the

future, the Flip-Flop and other three combinational gates are
redesigned to further reduce the delay overhead. Although the
maximum working frequency of TIGFET-based cryptographic
circuits is smaller than the CMOS-based counterparts, it still
could reach 328 MHz; thus, it will be sufficient for the IoT
devices [42].

Furthermore, the MCV is calculated to measure the
information leakage capability of the proposed design under all
transitions. Note that the smaller the MCV value, the less the
power fluctuates, and fewer information cryptographic design
leaks. As shown in Table I, the MCV of Basic_CMOS can
be achieved as large as 95.84%, and the CML_CMOS and
CML_TIGFET offer a low MCV under various transitions
compared to the Basic_CMOS, and the CML_TIGFET has a
minimum MCV value. More specifically, the CML_TIGFET
of the simplified AES, SM4, and PRESENT decreases 1.5x,
12.57x, and 1.99x compared to the CML_CMOS counter-
parts, and the averaged power fluctuation improvement is
5.35x. In summary, the power consumption of the TIGFET-
based implementation is more constant than the CMOS-based
under 512 transitions. To sum up, the TIGFET-based imple-
mentations achieve lower area/power consumption and higher
delay overhead compared to the CMOS-based design. If only
comparing the area usage and power consumption, we can
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Fig. 12. Minimum number of traces to the disclosure of AES, SM4, and PRESENT using CMOS and TIGFET technology. (a) MTD results of Basic_CMOS
of AES. (b) MTD results of CML_CMOS of AES. (¢c) MTD results of CML_TIGFET of AES. (d) MTD results of Basic_CMOS of SM4. (e) MTD results
of CML_CMOS of SM4. (f) MTD results of CML_TIGFET of SM4. (g) MTD results of Basic._ CMOS of PRESENT. (h) MTD results of CML_CMOS of

PRESENT. (i) MTD results of CML_TIGFET of PRESENT.

already claim that the TIGFET-based circuit is more suitable
to resource-constrained applications.

B. SCA-Resilience Analysis

Based on the above power simulation results, CPA is used to
evaluate the SCA-resilience efficacy of cryptographic imple-
mentations. For the CPA, the correlation coefficient o between
the power attack model (HC) and simulated current traces
Lsupply for each hypothetical key is calculated, and the secret
key is inferred by looking for the highest level of correlation
coefficients. The HC is presented in (3), where HC is the
matrix among adjacent outputs [e.g., f(Pi—1® k) and f(P;®
ky)] for a hypothetical key (k.), the value of column x and
row y of HC, respectively, represent the size of hypothetical
keys and input transitions, P;_; and P; are the (i — 1)th and ith
plaintext of cryptographic algorithms, f represents the function
of cryptographic algorithms executing, and HD is the power
attack model function

HC(y, x) = HD(f(Pi—1 @ kx), f (Pi ® kx)). 3)

It is worth noting that the quality of the power attack model
determines the efficiency of SCA. The Hamming distance
model computed based on the number of flipped bits can rep-
resent the power dissipation process of cryptographic circuits
accurately, and the CPA using this model has performed many
successful attacks on the cryptographic circuits. Therefore, the
Hamming distance model is used as the power attack model
in this article.

Note that the predicted Hamming distance model corre-
sponding with the correct key is strongly correlated with
the supply current of cryptographic circuits. Thus, the maxi-
mum correlation coefficient corresponds to the guessed key
is always considered as the correct key. The correlation
coefficients of CMOS-based and TIGFET-based circuits are
shown in Fig. 11. The red and blue lines are the correct and
other 255 incorrect hypothetical keys, respectively. Regarding
Fig. 11(a), (d), and (g), the correlation coefficients corre-
spond with the correct key reach to the peak value which
indicates that obvious information leakage could be observed
at this sample point, and the CPA perform a successful
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attack on the unprotected design with the conventional CMOS
technology. For Fig. 11(b), (¢), (e), (), (h), and (i), all the
correlation coefficients are lower than 0.3, and the correla-
tion coefficients corresponding to the correct key are hidden
within the wrong keys. It means that CPA fails to reveal the
correct key of CML_TIGFET and CML_CMOS implemen-
tations with 512 traces. Moreover, the maximum correlation
coefficient of CML_TIGFET implementations is smaller than
CML_CMOS implementations. More specifically, the high-
est correlation coefficient of CML_TIGFET of AES, SM4,
and PRESENT is 0.0834, 0.0493, and 0.1377, while the
corresponding results of CML_CMOS are 0.1145, 0.055,
and 0.2492, respectively. Therefore, we can claim that the
CML_TIGFET implementations leak less information than
CML_CMOS implementations.

Furthermore, the minimum number of traces to disclose
the correct key (denoted as MTD) based on the highest
correlation coefficient is calculated and the MTD results
are shown in Fig. 12. The red and blue lines show the
traces of correct key and other 255 incorrect hypothetical
keys, respectively. As shown in Fig. 12(a), (d), and (g), the
red lines are clearly separated from the others which indi-
cate there exists obvious key-related information leakage,
and the Basic_CMOS of cryptographic circuits (e.g., AES,
SM4, and PRESENT) is not resilient to the CPA attack,
and the correct key was successfully retrieved with less than
250 traces. For Fig. 12(b), (c), (e), (f), (h), and (i), the
correlation coefficients do not increase after the increasing
number of traces reaches 100, and the correlation coeffi-
cient corresponds to the correct key is mixed with the other
wrong keys which show that neither the CML_CMOS nor
CML_TIGFET failed to attacked with 512 traces. Note that
the smaller the MTD results, the fewer information cryp-
tographic design leaks and the higher the SCA-resilience
efficacy. Ideally, the MTD results of the proposed design
should reach 0. From Fig. 12, all the MTD results slightly
fluctuate around 0. The Euclidean distance is an effective vari-
ation measurement method and, thus, we use the Euclidean
distance to determine the variations between MTD results
and 0. Considering the trend of MTD results, we remove the
first 100 points of MTD results and calculate the Euclidean
distance of the remaining sample points. The Euclidean dis-
tance of CML_TIGFET of AES, SM4, and PRESENT is
1.528, 1.2698, and 3.3113, while the corresponding results
of CML_CMOS are 1.923, 1.5672, and 9.4092, respectively.
Overall, the trend of proposed CML_TIGFET circuits is far-
ther from the boundaries than CML_CMOSi circuits, and
the Euclidean distance of the proposed CML_TIGFET cir-
cuit is smaller than the CML_CMOS counterpart. Therefore,
we can conclude that it is easier to reveal the correct key
of CML_CMOS implementations with the increasing num-
ber of traces than CML_TIGFET implementations. Besides,
an 8-bit cryptographic datapath is built and utilized to further
validate the SCA-resilience efficacy of the proposed design.
The SCA results and MTD results of 8-bit cryptographic
are consist with the 16-bit cryptographic datapath. Therefore,
we can conclude that CML_TIGFET circuit is superior for
SCA-resistance than the CML_CMOS circuit. In summary,
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the cryptographic circuits using TIGFETs are well suitable
for resource-constrained applications given its low power and
area overhead combined with its comparable security levels
compared to CMOS-based implementations.

VI. CONCLUSION

In this article, TIGFETs are leveraged to the circuit-
level SCA countermeasures. Circuit designs using TIGFETSs
maintain a similar security-level against SCA without sacri-
ficing the power consumption and area overhead compared
to CMOS counterparts. A library with six basic logic gates
based on the TIGFET was designed and optimized based
on the performance evaluation. Three cryptographic circuits
were built using this library and CPA was performed to
evaluate the SCA-resilience. Experimental results proved that
the TIGFETs have an advantage in the hardware security
applications compared to CMOS transistors.

In the future, we will develop a generic standard cell library
with different driving strengths for large-scale designs. The
SCA-resilience of other cryptographic implementations will
also be evaluated. Furthermore, low-power techniques will be
explored to further reduce the power consumption for power-
constrained devices such as IoT devices. Finally, the structure
of our proposed TIGFET-based logics are optimized to achieve
several all desired properties with improved metrics of power,
area, delay, and security.
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